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Abstract
Embeddedsystemscontain several layers of

target processingabstraction. Theselayers include
electronic circuit, binary machine code, mnemonic
assembly code, and high-level procedural and
object-orientedabstractions.Physicaland temporal
constraintsandartifactswithin physicallyembedded
systemsmake it impossiblefor software engineers to
operate at a single layer of processorabstraction.
The Luxdbg embeddedsystem debugger exposes
these layers to debugger users, and it adds an
additional layer, the extensionlanguage layer, that
allows users to extend both the debugger and its
target processor capabilities. Tcl is LuxdbgÕs
extensionlanguage. Luxdbgusers can apply Tcl to
automateinteractivedebuggingsteps,to redirectand
to interconnect target processor input-output
facilities, to schedulemultiple processorexecution,
to log and to react to target processingexceptions,
andto automatetargetsystemtesting. Inclusionof an
extensionlanguage like Tcl in a debugger promises
additional advantages for distributed debugging,
where debuggers can pass extension language
expressions across computer networks.

1. Intr oduction
Embedded system debugging involves more

conceptuallayersof a target systemthandebugging
for time-sharing systems. Consider the case of

debugging a C program within a time-sharing
system. User-debugger interaction occurs almost
entirelyat a C languagelevel of abstraction.Descent
into assembly language and machine code
representationsof a target program is rare.
Suspicions about a compiler bug may require
inspectionof generatedassemblycode.Inadvertent
steppinginto anoptimizedlibrary subroutineleadsto
displayof assemblymnemonicsandbinarynumbers.
Debugging concurrency problemsin multi-threaded
programs entails cognizance of time, but well-
structuredmulti-threadedprogramslimit temporal
awarenessto a few, isolatedregionswheremultiple
threadsare allowed to interact.Theseexamplesare
exceptions,and most programmerscan debug their
programs exclusively from a source language
perspective.

Embeddedsystemsadd several dimensionsto
debugging. Embedded systems include
programmablephysical devices that have no direct
languagecounterpartsat higherlevelsof abstraction.
Their programmingrequiresdirect manipulationof
registers and state machines.Assembly language
programming is common for performance-critical
modules.Temporaldeterminacy is fundamentalto a
real-time embedded system, eliminating the
possibility of constrainingtemporalawarenessto a
few, isolated regions of code. Multiple,
heterogeneousprocessors operating at different
levels of abstraction,for examplea microcontroller
running Javaª or C++ teamedwith one or more
digital signalprocessors(DSPs)runninga mix of C
and assemblycode,are commonplacewithin some
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classesof embeddedsystems.Mixing abstractions
within design and debugging is typical.

Thispaperis aboutthepracticalapplicationof an
additionallayerof languageabstraction,anextension
language abstraction, to the aforementionedlayers
of embeddedsystems.An extensionlanguageserves
a tool such as a debugger by providing a
programming language, typically an interpreted
language, for extending tool capabilities via
composition at tool usage time. Basic tool
capabilities ultimately constrain the power of
extensions that users can compose.

Luxdbg, the LUxWORKS tool suiteÕs debugger
for embeddedsystems[1,2], exposesmultiple layers
of target systemabstractionto debugger usersand
auxiliary tools. Lucent Microelectronicsprovides a
productionversionof Luxdbg in supportof LucentÕs
digital signalprocessorsandmixed microcontroller-
DSPsystemsfor embeddedtelecommunicationsand
relatedapplications[3]. Luxdbg is implementedin
C++,andit usesTcl asits built-in extensionlanguage
[4].

Luxdbg applicationspacehasprimarily beenin
the area of embeddedtelecommunicationssignal
processing,a hugeareathatis seeingrapidgrowth in
multiprocessing. Cellular basestations Ñ the
electronicsconnectedto the towers one seeswhile
traveling along the road Ñ are coming to employ
largebanksof two- andthree-coreDSPchipsthatput
hundreds of individual processing cores into a
system.Customersdesigningcircuit boardsfor these
systemsrequirea debuggerthatcanconnectto about
onehundredprocessorsat a time. Not all processors
arebeingdebuggedat any given time, andmany of
the signal processingalgorithms running on each
processorinvolve only that processor. The DSPs
processsignalsfor parallelvoice anddatachannels.
Nevertheless,all processorsarerunningat the same
time,andany processorcanexhibit abugatany time,
so the debuggermustbe capableof connectingand
interactingwith one or more of the one hundredat
any time.

At the other end of the cellular continuum,a
cellular handset(cell phone)often containsa DSP
and a microcontroller. The DSP handles signal
processingfor the voice and data channelswithin
that handset,while the microcontrollercontrols the
systemand provides userlevel IO capabilities.The

handsetpresentsonly two processors,but they are
heterogeneous, i.e., they provide different
programmingarchitecturesandinstructionsets.They
may be programmedin different languages,e.g.,
assemblylanguageor C for the DSPandC, C++ or
Javaª for the microcontroller. Handsetdebugging
does not require the massive multiprocessor
debugging featuresrequiredby a basestation,but it
does require the ability to debug heterogeneous
instruction sets and languages.

A detailedaccountof the signalprocessingand
related control architecturesof LuxdbgÕs target
embeddedsystemsis outsidethescopeof this paper,
and indeed it is unnecessary. Most embedded
systems consist of an admixture of high level
languageprogrammingprocesses,assemblycodefor
performance-criticaltasks, and hardware registers
and special-purposedevices for acceptingsensory
input andproducingsensoryor sensorimotoroutput.
Communications channels can be considered
artiÞcial, special-purposesensoryrealms. Most of
the programmingexamplesin this papercomefrom
multiprocessorsignal processingsystems,where a
given processorreadsan information-bearingsignal
frame, processes that frame (e.g., extracts
information, encodes information, superimposes
signal content on a carrier, encrypts, decrypts,
removes noise or otherwiseÞlters, etc.), and then
sendstheresultingframeof dataon to thenext stage.
Humanusersusuallyattachat theendpointsof these
distributed signal ßows. Debugger users attach
anywhere a bug surfaces.

This paper constitutesan experiencereport in
effective uses of an extension languagewithin a
multiple abstraction embeddedsystem debugger.
Section2 gives an overview of using an extension
languagewithin an application.Section3 examines
thelayersof embeddedsystemabstractionfor which
Luxdbg supportsdebugging. Section4 surveys the
classesof extensions that users can employ in
extending Luxdbg and its target embedded
processors.Section5 discussesrelatedwork. Section
6 gives conclusionsand directions for upcoming
work. Section7 givesacknowledgments.Section8 is
an appendixcontaininga descriptionof a Luxdbg
demo that utilizes Tcl to model inter-processor
communication hardware.



2. Extension language systems
Figure 1 diagrams the interactions of an

extension languagein a system.The main system
componentsare a client such as a user, extension
script or auxiliary tool (e.g., GUI), an extension
language interpreter such as Tcl[4] or Python [5],
and an underlying application such as a debugger.
Interaction begins at initialization time, when the
applicationregistersa numberof primitive functions
with the extension language interpreter. The
interpreter adds these functions to its native
command set.

After initialization the systementers its main
interaction loop. It usesa commandpath to pass
client commands to the extension language
interpreter. The user may enter commandsvia a
textual or graphicalinterface,or the usermay write
and invoke an extension languageprogram (a.k.a.
script). Built-in extension language primitives
includecontrol ßow anddatastructuringconstructs.
The extension interpreter parses commandsand
executesscriptsby invoking both its own primitives
and application primitives. Typical debugger
primitives include data retrieval, data modiÞcation
and execution control for target processing systems.

Figure 1 also shows a callback path from the

applicationto the extensionlanguageinterpreter. In
an event-driven systemit is possiblefor a user to
associatean extensionlanguageexpressionwith an
event in the application layer. For example, in
Luxdbg a usercanassociatea Tcl expressionwith a
target processorbreakpoint.When the breakpoint
occurs,thedebuggercallsbackto theTcl interpreter,
passing the expression to be evaluated and an
identiÞer for the breakpoint as parameters.The
interpreterevaluatesthe expressionand returnsthe
result to the debugger. Expressionevaluation may
includeretrieval andmodiÞcationof processorstate.
During a callbackthe extensionlanguageinterpreter
actsasa servant for the applicationlayer, a reversal
of their normalroles.Whereasthecommandpathof
Figure 1 allows the extension languageto build
extensionsout of primitives,thecallbackpathallows
the extension languageto extend primitives. For
Luxdbg this meansthatuserscanextendthebuilt-in
debugging layers discussed in the next section.

3. Luxdbg layers of processor abstraction
Figure 2 illustrates the layers of abstraction

available to a Luxdbg user. The extensionlanguage
processorlayer of Figure2 is theextensionlanguage
interpreter of Figure 1, augmentedwith Luxdbg
debuggingprimitives.Theremaininglayersof Figure
2 constitutetheapplicationmoduleof Figure1. Each
layerprovidesa C++ API thatallows outerlayersto
build uponit. Luxdbgsupportsconcurrentdebugging
of multiple, heterogeneousvirtual processors, where
each virtual processoris a hardware processor, a
processorsimulationmodel,or an operatingsystem
processthat implements the layers of processing
abstractionof Figure 2. Luxdbg representseach
target processoras a C++ object with theselayers.
Each object includes public methods for access,
modiÞcation, and execution control at these layers.

The circuit layer representsintegrated circuit
pins,processorregisters,memoryregions,peripheral
devices and timing information. This is the most
physical layer, closestto the hardware. Embedded
systemprogrammingentailsaccessto devices such
as digital-to-analogconvertersthat control physical
devices(e.g.,speakers,heatersor motors),analog-to-
digital convertersthat allow the systemto monitor
sensors(e.g., microphonesor temperaturesensors),
coder-decoders (codecs) that translate signals
between computational and communications-
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Application (e.g., debugger)

Figure 1: Extension langua ge interactions
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oriented representations,and other devices that
manipulatephysical signalsin a varietyof ways.An
embeddedprocessorinteractswith physical devices
via registers that it retrieves and modiÞes using
dedicatedprocessorregister slots and dedicatedIO
instructions,or by using memory-mappedregisters,
conventional fetch-store instructions and direct
memory access(DMA). Embeddeddevices house
state for a program that is outside the boundsof
memory-oriented program variable state. An
embeddedsystemdebuggermust provide accessto
this state.

Thecircuit layerin Luxdbgmaybeembodiedby
C++ circuit modeling objects such as memory or
register modelsin a processorsimulationmodel.A
simulationmodelallows usersto simulateexecution
of theinstructionsandIO operationsof anembedded
processorsystem before hardware is available. A
simulation model supportsdebugger inspectionof
target systeminternalstateandtarget systemtiming
that may be inaccessiblein a real, hardwaresystem
becauseit is hiddenwithin the inside of a complex
integrated circuit. The circuit layer may also be
embodied by electronic circuits in a hardware
processor. Hardwaretargetsystemstypically provide
dedicated debugger access pins and registers
(hardware monitors) as well as target-resident
debuggeraccesslibrary routines(softwaremonitors)
thatallow adebuggerto monitorandcontrolprogram
executionandtarget systemstate.Luxdbg userscan
interactively readandwrite circuit registers,memory,
and other scalar and vector values using Luxdbg
primitives.

Themachinecodelayer addstheconceptsof an
instructionstreamanda systemclock. Artif actssuch
as an instruction pointer (a.k.a. program counter),
program memory, hardware interrupts and
breakpointsbecomeevident at this level. This layer
consistsof a programmableprocessorand the state
containedin its circuit layerof abstraction,devoid of
symbolic debugging information supplied by
compilers,assemblersandlinkers.With themachine
code layer come Luxdbg primitives for allocating
program memory and for determining execution
location, primitives for setting and clearing
breakpointsat machineprogramanddataaddresses,
primitives for specifying breakpointand processor
exception handlers, and primitives for resetting,
resuming, and interrupting program execution.

Systemclock-basedsynchronizationof multiple
processorcoresonasinglechipalsocomesaspartof
the machine code layer. Timing is an important
element of real-time embeddedsystems.Modern
telecommunications embedded systems often
employ multiple processorswithin a single silicon
systemon a chip (SoC).EachSoC housesmultiple
machinecodeprocessors.A SoC simulationmodel
distributes a system-level clock that maintains
precise timing relationships among contained
processorcores. SoC hardware provides debugger
accessto execution cycles and instruction counts.
Luxdbg can gain accessto sub-instructiontiming
granularity, for casesof debugging interrupt latency
or sideeffectsof a visible instructionpipeline,when
working with simulationmodelsthat representthese
precise degrees of timing granularity.

While the previous two layersresidein a target
processing system that is being debugged, the
remaining layers of Luxdbg reside in the debugger.

The assembly code layer adds symbolic
interpretationon top of programsrunningwithin the
machinecode abstraction.This is the Þrst layer to
relate binary run-time information to build-time
source information. Unlike time-sharing systems,
embeddedsystems typically do not carry much
symbolic, sourcecode information in the run-time
environment. Often the run-time system lacks a
loader; programs then reside in ROM. LuxdbgÕs
assemblylayer addsa loader, symbol resolver and
assemblyexpressionevaluatorto eachmachinebeing
debugged.Primitivesat this layer translateprogram
symbolic names to machine code layer memory

circuit

machine code processor

assembly code processor

procedural code processor

extension language processor

Figure 2: La yers of Luxdbg vir tual mac hines



addresses and contents.
The procedural code layer is a more powerful

variantof theassemblycodelayer, addingconstructs
suchasstackframes,datastructuresandobjectsthat
come with sourcelanguagessuch as C and C++.
Both the assemblyand procedurallayersmap user-
suppliedcommandsthatarespeciÞedin sourcecode
termsto machineaddressesandbinary values.A C
procedurallayer, for example,mapsa referenceto a
local C variableto a memoryoffset from a processor
stackpointerin themachinecodelayer. Theselayers
also map machinecode event parameterssuch as
breakpointaddressesup to sourcecodetermssuchas
source Þle-line number pairs and data structure
member names, types and values.

Theextensionlanguage layer is thehomeof the
extensionlanguageinterpreter. The commandsetof
the extension language layer includes extension
languageoperationsand Luxdbg primitives for the
inner layers. By supplying primitives from all of
theselayersto theextensionlanguagelayer, Luxdbg
givesusersandscriptsaccessto severalperspectives
of a targetprocessor. A targetembeddedprocessoris
simultaneouslya collection of embeddedcircuits,
machineregistersand memory locations,symbolic
data structures and executable functions, and
extension language operations.

There are four categories of Luxdbg Tcl
primitives.

Processormanagementprimitivesallow Luxdbg
to connectto a set of processors.Theseprimitives
include:

¥ primitives to query the set of available
processor simulation models,

¥ primitivesto queryhardwaredebugservers
for connected hardware processors,

¥ primitives to construct a C++ processor
model or to reserve a hardware debug
connection,andto connectLuxdbg to one
or more of these target processors, and

¥ primitives to disconnect Luxdbg from
target processors.

Processaccessprimitivesallow Luxdbgusersto
readandwrite target processorstateat all layersof
abstraction.

¥ An expressionevaluatorateachlayerreads
and writes target processor state, and
combines state values within arithmetic
expressions. LuxdbgÕs fxpr expression

evaluatorprimitive usesmachinecodelevel
entities (e.g., registers and memory
locations)andassemblylevelsymbols(e.g.
labels)to retrieve,computeandstorevalues
at theselevels.Theceexpressionevaluator
evaluatesC expressionsin the context of
the procedurallayer, translatingsymbolic
references to machine references. Tcl
provides its native expr expression
evaluator with interactive C-like
operations.Tcl can combineresults from
lower level expressionevaluators using
expr and other Tcl primitives.

¥ Queryprimitivesallow usersto determine
the identity of state-bearingentitieswithin
each layer of abstraction.Circuit level
queryallows Luxdbg usersandTcl scripts
to determinetheidentityof registers,circuit
signals,andblocksof physicalmemoryin a
specific processor.Machine code level
query identifies the nameof a processorÕs
programcounter,aprocessorÕsbyteorder,a
processorÕsnative word size, and a
processorÕsprogram and data memory.
(Program and data memory are distinct
addressarenasin manyDSParchitectures.)
Unlike many debuggers,Luxdbg doesnot
hard code processor-specificdetails like
those listed above,but insteadit queries
processorsimulationmodelsto determine
thesedetailsat run time.Theassemblyand
procedurallevels follow suit by allowing
usersto query for the identity and type of
program symbols.

¥ Signal logging primitives for simulation
modelsstoreprecisetime-valuetransition
tablesfor pins, registers,andothersignals
into log files. Time-triggered Tcl
procedures can log procedure level
information as well.

Processor control primitives direct program
execution.

¥ There are primitives to set breakpoints,
clearbreakpoints,querybreakpoints,reset
processors, resume execution, stop
execution,andto synchronizestartingand
stoppingof multiple processorsin a target
system.

¥ Control primitives accept both numeric



addressesfor the machinecode layer as
well aslabels,functionnames,sourcefile-
line numberpairsanddatanamesfrom the
procedural layer.

Processor IO primitives connect processor
modelsandhardwareprocessorsto datasourcesand
sinks.

¥ A loaderprimitive loadsbinaryvaluesinto
processor memory regions and loads
symboltableinformationinto assemblyand
procedural debugger layers.

¥ There are primitives for connectinglow-
level deviceIO portsto debuggerfiles and
to Tcl callback procedures.IO at the
procedurallayer usuallyoccursvia library
calls, and Luxdbg can insert breakpoints
into thesecalls and redirect library-based
IO flow to andfrom files or Tcl procedures.

Each layer of Luxdbg supportsreßection[2].
Reßection refers to the ability of client code to
interactively inspect the underlying contents of
server code,in orderto determineuniquecapabilities
of a speciÞcserver at run time. Reßectionforms the
basisfor Luxdbgqueryprimitives.Oneexampleis a
Luxdbg query to determine available processor
model types:

luxdbg: pssr models ; # query available models
16210i 16270i 16410c arm9 ...

luxdbg: ? R ; # query registers in this processor
{p0 0 s 32} {p1 1000 s 32} {r0 5 u 20} ...

Querying registers yields name-value-typetag-
width 4-tuples in this example. As with any Tcl
command,results from invocations of debugging
primitives are available for use by Tcl scripts.For
example this interactive Tcl loop uses the Ò?RÓ
register query:

foreach reg [? R] { # print register name & width
puts Òreg: [lindex $reg 0] width [lindex $reg 3]Ó

}
prints this result to TclÕs standard output:

reg: p0 width 32
reg: p1 width 32
reg: r0 width 20
...
ReßectionallowsLuxdbgto adaptits behavior as

well as its userinterfaceto a particularprocessorat
run time. An outer layer can determine and
manipulatenot only thestateof anunderlyinglayer,
but through reßection it can also determine the

identity of state-bearingentitieswithin that layer. A
client of thecircuit layerusesreßectionto determine
the identity and propertiesof pins, registers and
memory blocks within that layer. A client of the
machinecodelayer usesreßectionto determinethe
name of the program counter register, program
memory, and byte ordering within a multiple-byte
instruction stream. Reßection for assembly and
procedurallayersexposessymbolnames,typesand
addresses,stack frame conventionsand sourceÞle
identities.Reßectionfor an extensionlanguagesuch
as Tcl provides information on the state of the
interpreter, for example:

info commands ; # queries Tcl command set
next logsigs down resume ...

Luxdbg usesreßectionto adaptits operationsto
eachtargetprocessorandprogram.Suchßexibility is
essentialin debugging multiprocessorsystemsthat
have come to include an array of heterogeneous
processor types and programming languages.

LuxdbgÕs expressionevaluators rely heavily on
reßection. LuxdbgÕs fxpr, the machine code and
assemblylanguageexpressionevaluator, usesÞxed
syntax that is compatiblewith expr, TclÕs built-in
arithmetic expression evaluator. Fxpr operands,
however, come from machine code entities (e.g.,
registers and memory) and assembly language
symbolsthat fxpr identiÞesand readsor writes via
reßection. Fxpr can thus adapt itself to different
processor architectures and target programs by
querying their reßection interfaces for operands
available to fxpr. Likewise, LuxdbgÕs C expression
evaluator, ce, queriestarget programsfor available
types, variables, functions, etc. The extension
languagelayerhasaccessto all of this reßectionand
the primitives built using it.

Each processorobject has a textual instance
namein Luxdbg. A user can invoke the processor
new commandto createa new processorsimulation
modelor to connectto a remoteprocessoror process,
andto associatethisprocessorwith aninstancename
suchas Òdsp1Óor ÒcontrollerÓor any user-selected
name.Thereafterthe usercanusean instancename
as a preÞx to debugging commands.A Luxdbg
primitive usesan instancenameto set the current
processor reference in C++. Commands nested
within the dynamicscopeof an instancenamego to
thatprocessorobject.For example,theTcl command
Òp2fxpr r0 = [p1 r3] * 2Óretrieves the value of



registerr3 from processorp1, multiplies it by 2, and
storestheresultin registerr0 of p2. Fxpr determines
the semantics of its arithmetic operators by
consultingits target machinecodeprocessor. Fixed-
point DSPs supply Þxed-point semantics while
microcontrollerssupplymixedßoatingpoint / integer
semantics similar to C expressions.

A LuxdbgTcl expressioncandeferspeciÞcation
of a target processor. Suppose,for example, Tcl
procedure logRegisters were written, without a
processorpreÞx, to write name-value pairs for all
processor registers to standard output. Suppose
further thatTcl procedurelogAll werewritten, again
without a processorpreÞx, to invoke logRegisters
alongwith someotherlog procedures.Now suppose
that Luxdbg is connectedto a DSP instancethat a
userhasnamedÒdsp5,Óand the userinvokes Òdsp5
logAllÓin an interactive commandor from within a
Tcl script. Procedure logRegisters works with
LuxdbgÕs current processor, in this case the
processornameddsp5. Primitivessuchasfxpr query
dsp5for state-bearingentitiesandtheir contents.The
Tcl procedurelogRegisters,while not a primitive,
usesprimitivesto determinetheidentityandcontents
of registerswithin thecurrentprocessor, without any
hard-codedknowledgeof that processorÕs registers.
A later invocation of Òcontroller2 logAllÓ for
microcontroller Òcontroller2Ó would perform
similarly for controller2,which might be an entirely
different sort of processor. As long as logRegisters
andlogAll arewritten to usethe reßectioninterface
andtarget-neutralprimitive commands,andto avoid
makingtarget processorassumptions,they canwork
for a variety of processors,selectedby a user or
script at run time.

So far we have describedthe basic extension
language,virtual processorandreßectionmachinery
that provides the basis for LuxdbgÕs debugging
power. Thenext sectioncatalogsanumberof waysin
which Luxdbg developers,Þeld support staff and
userscan employ this machineryin extending the
capabilities of Luxdbg as well as its target
processors.

4. Luxdbg avenues of extension

4.1 Command and callback path mechanisms
The commandpath of Figure1 initiatesactivity

in Luxdbg. All interactionsstart out whena user, a

Tcl script or an auxiliary tool issuesa setof textual
commands to Tcl. Tcl, in turn, examines and
modiÞestarget processorstate.Tcl setsbreakpoints
via breakpointprimitives; it causestarget processor
executionby calling the resumeprimitive. Tcl again
interactswith processorstateuponprocessorarrival
at the next breakpoint.Theseare all examplesof
commandpath control mechanisms.Upper, client
layers direct control.

Callback pathcontrolcomesaboutwhena target
processorobject reacts to an event in the target
processing environment by invoking a callback
procedure.A callbackmaybeaTcl expressionsetby
a user, script or auxiliary tool. A callbackmay also
be a C++ method,built into Luxdbg, that reactsto
target events.A target event causesits processorto
stopat a breakpoint,anda callbackcaninteractwith
the stoppedprocessoras well as with any other
Luxdbgprocessorthatis atabreakpoint.Luxdbgsets
the default current processor to the triggering
processorduringa callback.A singleprocessormay
provide multiple target events, thereby triggering
multiple callbacks,during a single interactionwith
thedebugger. If all eventsconnectto callbacks,andif
all callbacksinvoke resume, thenuponcompletionof
all callbacks,the target processorresumesexecution
as though no breakpoint had occurred.Callbacks
form the basis forconditionalbreakpoints.

Command and callback operations have one
important difference,part of which we have just
seen. Invoking resume as a command operation
causes a halted processor to begin execution.
Invoking resumeas part of a callback operation
schedules that processor for resumption upon
completion of all callbacks. A single callback
invocation that does not invoke resumecausesa
breakto theouter, command-invoking user, scriptor
auxiliary tool upon callback completion.An outer,
commandresumeinvocationcanstartany processor,
while a callback resume can schedule only the
processor that triggered the callback.

Themajorneteffectof callbacksis theextension
of target processorprimitivesat any of the layersof
Figure2. Fromtheperspectiveof acommandresume
invocation,executionof a callbackcan appearas a
seamlesspart of target processorexecution.All of
the examplesof this sectionusecallbacksto extend
processor capabilities.



4.2 Conditional debugging and assertions
Callbacks support incremental extension of

conventional debugging activities, from providing
smallhelperfunctionsthateliminatemanualactivity,
to providing sophisticated assertion checking
mechanisms.Conditional breakpointsprovide one
example. Supposea target C function exhibits an
error after many invocations of that function. A
simple breakpoint that stops on every function
invocationbecomesannoying becauseof thenumber
of times that the debugger user must manually
resume execution. Some debuggers provide
breakpointcountersthat a user can set in order to
skip over breakpoints,but thesedebuggersdo not
provide meansto determinethe countervaluein the
Þrst place. They also do not provide a meansfor
sampling the triggered breakpoints, for example
stopping on every tenth breakpoint.A user could
insertextra debuggingcodeinto a target function to
keep track of invocation counts,but this insertion
involves time-consumingcompilation, and it shifts
the target programaddressspace,possiblymasking
the error being debugged.

Listing 1 shows Tcl proceduresetCount that
countsthenumberof invocationsof targetC function
targetFunc. Assume that the user has issued the
commandÒstopin targetFuncsetCount,Ówhichsetsa
breakpointin targetFuncandassociatessetCountas
the callback operationto passto Tcl. Every target
invocation of targetFunc triggers the breakpoint,
which stopsthe target and invokessetCountvia the
callbackpath.Tcl interpretssetCount,incrementing
its counterandresumingtargetexecution.Eventually
the target error occurs, causing a breakpoint for
whichtheuserhasnotprovidedacallback,socontrol
returnsto the user. Now the user can interactively
retrieve the counter value by issuing the Òset
setCounterÓ command to Tcl.

With a setCountervaluein hand(e.g.,1233),the
user could rewrite the ÒresumeÓline of procedure

setCountto be a conditional: Òif {$setCounter<
1230} resume.ÓSinceTcl is interpreted,theusercan
rewrite setCount interactively and use its new
deÞnitionimmediatelyto stopfunctiontargetFuncin
the desired invocation by restarting the target
application.

Now setCountis the simplecountedbreakpoint
featurebuilt into somedebuggers.Samplingevery
tenth breakpointcould be achieved by using TclÕs
modulo (Ò%Ó) operator:

if {($setCounter % 10) != 0} resume
In general, any callback expression of the form

if {predicate} resume
supports conditional breakpoints, where ÒpredicateÓ
couldbetheinvocationof aTcl procedure.Execution
breaksto theuserwhenapredicateis false.Predicate
testingcanoccuratany level of abstractionof Figure
2. For example

if {[fxpr r0 != endlocation]} resume
uses fxpr to compare machine registerr0 to the
address of assembly labelendlocation. Predicate

if {[ce head_of_list != NULL]} resume
uses the C expression evaluator to compare C
variablehead_of_list to the NULL value. Predicate

if {[info commands $pname] == ÒÒ} resume
usesTclÕs info commandto testfor theexistenceof a
command whose name is contained in variable
pname.

This technique is much more powerful than
standardconditionalbreakpoints,becausethe latter
allow testsonly on the target program.A Luxdbg
usercanextendthetestspaceavailableto predicates.
Thetestspacecouldbe thesavedresultsof previous
targetruns,allowing breakpointcallbacksto monitor
regression test results.

Thetestspacemayalsobeasetof assertionsthat
a programmerexpectsto seeuponentry or exit of a
target function. By setting breakpointsat function
invocationandexit points,andby codingassertions
as Tcl predicateexpressions,the programmercan
check assertionswithout modifying target code,
haltingexecutiononly whenanassertionis violated.
Sincethe assertionchecker is a pieceof Tcl code,it
canprint amessageidentifying thecauseof failureto
the user (e.g., print the assertionexpressionas a
string).Whencontrolreturnsto theuser, sourcecode
display identiÞesthe locationat which the assertion
failed.

 set setCounter 0 ; # initialization
proc setCount args {
      global setCounter
      incr setCounter ; # bump counter
      resume ; # continue target processor execution
   }

Listing 1: Recor ding a tar get invocation count



4.3 Extended input-output
Callbackssupportinput-outputextensionfor all

of the layers of Figure 2. At the lowest layer, a
processorsimulation model can include peripheral
modelsthat take the place of actual IO hardware.
Each peripheralmodel containssimulatedregisters
and memory that represent their hardware
counterparts.In addition, each peripheral model
containsa callbackhookthata usercanconnectto a
Tcl procedure.Supposea target processorexecutes
themachinecodeinstructionÒr0= pio1,Ówherepio1
is a parallel IO port register. In real hardware the
processorwould latch the valueon the input pins of
pio1 into a registerandtransferthatvalueto register
r0. In a Luxdbg simulation where the user has
connectedpio1 to a Tcl procedureby usingthesrcfn
command (to ÒsourceÓ an input from a function):

srcfn pio1 myInputProc
Luxdbg invokes a callback to the Tcl procedure
myInputProc. The procedure can retrieve a value for
pio1 from many places Ñ a Þle, the user, an output
port from a different processor instance, or from a
randomnumbergenerator. Thereturnvaluefrom the
Tcl procedure Þnds its way into simulated register
pio1, and the simulation continues without
interruption.

Reversing the machinecode instruction to its
outputequivalent,Òpio1= r0,Ócopiesr0 to a parallel
outputport in realhardware.In a Luxdbgsimulation
wheretheuserhasconnectedpio1 to aTcl procedure
by usingthesinkfncommand(to ÒsinkÓanoutputto
a function):

sinkfn pio1 myOutputProc
Luxdbg again invokes a callback. This time the
callback proceduremyOutputProc receives the
outputvalueasaparameter, andit canwrite thevalue
to a Þle, user, or input port of another processor
instance.

Input-output redirection is not restricted to
simulationmodels.Both modelsand real hardware
can use memory accessbreakpoints (a.k.a. data
breakpoints)to simulatememory-mappedIO. A read
or write for a memory location with a breakpoint
resultsin a callbackthat simulatesmemory-mapped
IO. Thestopcommandcanspecifybreakpointsat the
machine code, assemblyor procedural levels of
abstraction, supporting memory-mapped IO
simulationat any of theselayers.For example,if a C

program contains a global variable called outport:
int outport ;

that the C program uses to simulate output, Luxdbg
can set a data-write breakpoint on this variable:

stop outport -write outportHandler
and Tcl procedureoutportHandler can usece to
retrieve outport for writing to a Þle:

puts $logÞle [ce outport %d]
Comparablemachinelevel memory-mappedIO

on address0x2000 would use Òstop0x2000 -write
handlerÓto set the breakpointand Òfxpr*0x2000Ó
within procedurehandler to retrieve its value.

Our trivial examplesonly hint at thepossibilities.
The appendixdescribesa simulation model for an
entire application-speciÞcIC block (ASIC) written
asa setof Tcl functions.A multiple-processorchip
could usesucha hardwareASIC for inter-processor
communications.We cansimulatethis interactionin
Luxdbg by running real, discrete hardware
processors,routingtheircommunicationsthroughthe
Tcl ASIC model via breakpoint callbacks.

Luxdbg supportsIO redirectionat higher levels
of processorabstraction.A target embeddedsystem
might not supporttextual IO, but C printf statements
remain a popular method of monitoring and
debugging programexecution,even in the presence
of powerful debugging utilities. Becauseof the
usefulnessof streamingtextual IO during software
development,Luxdbgsupportssemi-hostedlibraries
for many of the standardC IO systemcalls and
library functions.Listing 2 shows the very minimal
portionof printf implementedfor a targetDSP16000.
This assemblycodelinks directly into an embedded
application running in hardware or in a processor
simulation model. It works by putting the printf
functionidentiÞerinto theprocessorÕs i register, then
invoking the icall 0 system call instruction. This
systemcall trapsthe processoror operatingsystem
process,which thenrunsa breakpointhandler, anda
breakpoint event arrives at Luxdbg.

Listing 3 shows the beginning and end of the
event callback for the breakpoint-basedprintf. It
readsthe printf format string from the top of the
DSP16000stackmemory, iteratesthrougha loop that
readsvalue parametersand concatenatesan output
string (details not shown), sendsthis string to the
debuggerÕs standardoutput, and Þnally returns the
number of charactersprinted back to the target
environment in register a0.



Input-output handling at the client layer of
Figure 1 takes the form of Tcl/Tk GUI extensions.
Luxdbg gives usersaccessto the full power of the
Tcl/Tk graphical tool kit [4], with which they can
create custom graphical widgets and bit-mapped
graphicalcanvases.As with the other levels of IO
redirection,userscanconnecteventcallbacksto GUI
extensions,updating their graphical creationswith
processor information as changes occur.

4.4 Multiple processor scheduling
Luxdbg becomes involved in processor

scheduling when it is used to simulate
communicationswithin a multiprocessorsystem.
Luxdbgloadsoneor moreframesof inputdatato the
Þrst processorin a pipeline or other multiprocessor
topology, thenusesresumeandbreakpointcallbacks
to run that processoruntil it Þlls an output buffer.
Filling an outputbuffer triggersa breakpoint,anda

breakpoint callback procedure copies the output
buffer to the input buffer of a receiving processor. A
Tcl level schedulercan then resumethe receiving
processorÕsexecution,causingit to contributeits part
to systemdata ßow. This model of multiprocessor
communication forms the basis of the demo
described in the appendix.

Processorinput-outputhandlingworksusingthe
callbackpathof Figure1. Processorschedulingtakes
usbackto thetop-down commandpath.Recallfrom
Section4.1 that invoking resumefrom above causes
processorexecution, while invoking resumefrom
within a callback avoids taking an interactive
breakpoint.Avoidanceof callbackresumeis the key
to Tcl schedulers.A breakpoint that has no Tcl
callback, or a callback without resume, causes
processorexecution (initiated via resume) to stop,
returning control to the outer resumeÕs caller. This
outerresumemay have comefrom a user, or it may
have come from a Tcl scheduler script.

Listing 4 shows a simple round-robin,
cooperative schedulerfor a list of processorspassed
asa parameterto this Tcl procedure.Eachprocessor
in the list runs until it hits a breakpoint,and the
scheduleriteratesover the list N times.Presumably
thebreakpointis triggeredonthecompletionof some
task, e.g., completionof processinga dataßow. A
scheduler with uncooperative processors could
substitute stepi $count for resume; the stepi
commandstepsa target processorsomenumberof
machine level instructions; it is guaranteed to return.

Listing 5 givesa schedulervariation,this time a
schedulerdriven by processoroutput events. The
schedulerstarts out using parameterstartproc to
identify the processorto start, then it consults a
global Tcl variable nextproc. Output breakpoint
callbackprocedureoutput_callback is codedto write
its output value to a neighboringprocessorÕs input
port Ñ obtainedvia associative array neighbor, set

#include Òshlib.hÓ

.rsect Ò.textÓ

.align
function ___printf(

// IN: *(sp) = format string
// IN: *(sp+N) = other arguments (if used)
// OUT: a0= output length on success, else -1

) {
i = _SP_FUN_CODE(_SHLIB_PRINTF)
icall 0
return

}

Listing 2: Printf hook in a DSP16000 tar get

 proc handle_printf {} {
      set top [sp @rd]; a0=-1
      set sFormat [readstring [list ymem \

[readlong Òymem $topÓ]]]
      incr top 2; set skipme 1; set formatargs ÒÒ
      foreach arg [split $sFormat %] {

 ... (Implementation not shown)
      }
      set output [eval format \$sFormat $formatargs]
      send_to_stdout $output
      a0=[string length $output]
   }

Listing 3: Printf implementation snippet in Tc l

 proc scheduler {processors N}{ # command path
      for {set i 0} {$i < $N} {incr i} {

 foreach p $processors {
$p resume

 }
      }
   }

Listing 4: Round-r obin, cooperative sc heduler



up by theschedulerÕs Tcl script,which is indexedon
the current processorname obtainedvia primitive
processorname Ñ and then pass that neighborÕs
nameto the schedulerfor execution via nextproc.
The lack of resumein thecallbackguaranteesreturn
of control to the command path scheduler.
Schedulingterminateswhenthe lastprocessorin the
sequenceis reached,signiÞedby a blankslot (ÒÒ)in
the neighbor table.

Luxdbg originally provided only the blocking
resume and stepi commands for execution
resumption,allowing only one processoror multi-
processor chip to execute at one time. Serial
schedulingwas the only possibility. Luxdbg now
includesthe ability to run target processorsin the
backgroundwithout blocking the debugger via the
resume& command,namedaftertheUNIX useof &
for backgroundexecution. We are adding a wait
commandthat will block until speciÞedbackground
processors have stopped at breakpoints. The
combinationof resume& and wait gives Luxdbg
logical fork andjoin operationsfor concurrenttarget
processorsandprocesses.With thesewe will beable
to write concurrentschedulersthat interleave target
processorexecution,blockingthedebuggeruntil it is
safe for it to act.

4.5 Exception logging and testing
Luxdbg treats exception events in a target

processorsimilarly to the way it treatsbreakpoints.
Each exception has a unique identiÞer to which a
Luxdbg user or script can attach a callback.
Exceptionscomein four levels of severity Ñ note,
warning,error and fatal. Default behavior for notes
and warningsis for Luxdbg to print a messageand
issueresume, while default behavior for errorsand
fatal errors is to print a messageand stop the
processor. Callbacks can be attached to any
exceptiontype,andany non-fatalexceptioncallback
can successfullyinvoke resume. Userscan usethis
mechanismto shutoff unwantednotesandwarnings,
to log speciÞcexceptions,andto performprocessor
exception handling in Tcl similar to breakpoint
handling already discussed.

Among other uses,an extensionlanguagesuch
as Tcl provides an ideal basis for regressiontest
machinery. Tcl has a complete set of Þle
manipulationoperations,makingit possibleto setup
testsandcompareresultsfrom Þlesof text tables.Tcl
provides a catch instruction that allows Tcl-level
handlingof failed instructions,soit is possibleto set
up degenerateconditionsin a testscript andtest for
properLuxdbg reactionswithout crashingthe script
if Luxdbg operationsfail. Luxdbg testingusesall of
the extensionlanguagemachinerydiscussedabove
within its regression test suite.

5. Related work
Several other debuggershave used debugging

languagesor extensionlanguages.Thedeetdebugger
for C programs[6] comesclosestto Luxdbgin its use
of Tcl as the userinteractionlanguage,its useof a
user-extensibleTk GUI, andits applicationof Tcl for
conditionalbreakpointsandtesting.Deetbuilds atop
cdb,anearlier, machine-independentdebuggerfor C
programs[7]. Luxdbg anddeetdiffer in their useof
Tcl primarily with respect to LuxdbgÕs user
association of arbitrary Tcl expressions with
breakpointsandexceptionsfor callbackinteractions.
Deet supports conditional breakpoint expressions
that it evaluates using Tcl procedures,but deet
appearsnot to have LuxdbgÕs more generaltarget
processorevent handling machinery. Much of this
Luxdbg machinery Þnds application beyond
debugging, for example in simulation, testing and
prototyping, but event-driven callbacks are also
useful for automating reactions to bugs.

SmartGDBis anotherTcl-baseddebugger[8]. In

 proc scheduler {startproc}{ # command path
global nextproc
$startproc resume
while {$nextproc != ÒÒ} {

# terminate on empty processor name
$nextproc resume

}
}
# output callback is attached to each processorÕs
# output breakpoint
proc output_callback args { # callback path

global nextproc neighbor
set nextproc $neighbor([processor name])
if {$nextproc != ÒÒ} {

# copy my outport to neighborÕs inport
$nextproc fxpr inport = [fxpr outport]

}
# no resume means break to scheduler

}

Listing 5: IO e vent-driven sc heduler



additionto addingGDB commandsasprimitivesto a
Tcl interpreter, SmartGDB provides the ability to
associatea Tcl procedurewith a breakpointevent.
SmartGDB does not distinguish between the
command path and callback path of Figure 1.
Invoking the GDB continueprimitive from with a
breakpointprocedurecausesimmediateresumption
of processor execution, resulting in loss of
breakpointcontext aswell aslossof any concurrently
triggeredbreakpointprocedures.Becauseof the lack
of distinction between command and callback
invocationsof the Tcl interpreter, SmartGDBdoes
not support seamless extension of debugger
primitives via resume-bearing callbacks.

DUEL [9] andACID [10] aretwo debuggerswith
embedded,special-purposedebugging languages.
Theselanguagesare not general-purposescripting
languagessuch as Tcl, but rather are dedicatedto
debugging speciÞc types of target systems and
languages. As with deet, both use top-down,
commandinteractionsfrom the debuggerto a target
system.

Generalized path expressions [11] and the
Formal Annotation Language(FORMAN) [12] are
two query-orienteddebuggerlanguagesthat operate
on program execution traces. Path expressions
provide a special purpose notation for querying
programexecutionpathsandfor specifyingordering
and other constraints. FORMAN uses target
processingevents and a generalevent grammarto
provide a languagefor automationof debugging,
assertionchecking and proÞling. Both approaches
operateat a higherlevel of abstractionthanLuxdbg,
providing mechanismsfor searchingand testingthe
execution history of a running process.

In the issue of languageselection, there is a
trade-off between language applicability and
language accessibility to a large programming
population. Use of a special purpose language
requireslearningyet anotherprogramminglanguage
that is dedicated to a single stage of software
development,debugging. Use of Tcl, on the other
hand,transfersinto areasbeyonddebugging,suchas
testing,userinterfacedesign,andotherapplications.
Popularextensionlanguagescomewith large utility
libraries, commercial support, and a large user
community from which to draw information. With
modest efforts a user can build or collect Tcl
proceduresfor Luxdbg that achieve some of the

beneÞtsof thedebugger-speciÞclanguages.We have
found that Þeld application engineersand expert
usersof Luxdbghavebuilt sophisticated,application-
oriented debugging infrastructure using Tcl that
easilyputsLuxdbgon parwith dedicateddebugging
languageswith respectto expressiveness.Tcl could
provide a base for building automateddebugging
extensionssimilar to thoseof dedicateddebugging
languages.

The Coca debugger has used a more widely
accepted,interactive languageÑ PROLOGÑ asthe
basis for a powerful enginethat searchesprogram
trace information during target program execution
[13]. CocausesPROLOGÕs backtrackingon failure
mechanismvery effectively to allow usersto explore
a set of programexecutionstatesthat satisfy query
constraints. Coca avoids the storage-intensive
performanceproblemsof somerelationaldebugging
systemsby using breakpointsand target system-
resident program event extraction and analysis
modulesto perform its queriesat target run time.
With the readyavailability of PROLOG interpreters,
it would bepossibleto replaceTcl with PROLOG in
a researchversionof Luxdbg that supportsrun-time
selectionof the extension language[14]. A novel
requirementof Cocais extensionof thesymboltable
information of a target program with annotations
concerningvarious target programmingconstructs
suchas the location of for loops and if conditional
constructs for language construct-driven
speciÞcationof queriesandcorrespondingplacement
of breakpoints.

Theldb debuggerusesPostScriptasanextension
languagefor communicatingtarget programsymbol
table information among the compiler, target
applicationanddebugger[15]. It doesnot bring the
extension language out to the debugger user.

Luxdbg differs from all of theserelatedprojects
in several regards.Luxdbg usesprocessor/ process
instancenames,asTcl commandpreÞxes,to delimit
thedynamicscopeof debuggingcommands.Luxdbg
provides debugging at the multiple layers of
abstraction of Figure 2. It includes dedicated
expressionevaluatorsfxpr, ceandexpr to delimit the
scopeof symbolswithin an expression.DUEL and
ACID work directly in target system scope,at a
single level of abstraction,while deet employs a
singlelevel of namespaceindirectionfor C variables.
The other debuggers cited use explicit scope to



accessvariablesat a single level of target language
abstraction.ConsequentlyLuxdbg could be viewed
as a series of debuggers, for different levels of
processorabstraction,with an expressionevaluator
for each.Commandsthatinteractwith morethanone
level of abstraction, such as stop for setting
breakpoints at machine, assembly or procedural
levels of abstraction,include commandsyntax for
disambiguatingcontext. Commandsinfer a default
context of eithera procedurallanguageor assembly/
machine code, based on a processorÕs current
breakpoint address and corresponding program
scope.

Many of thefeaturesof Luxdbgareorthogonalto
the issueof extensionlanguages.Virtual processor
layers,reßection,multiple processordebuggingand
heterogeneousprocessordebugging are examples.
Yet this orthogonality is a property that gives an
extension language considerably more power in
Luxdbg.An extensionlanguageuserhasaccessto all
of these orthogonal capabilities, and a user can
combine thesecapabilitiesvia extension language
scriptsto createpowerful customdebuggingfeatures.

6. Conclusions and directions
Luxdbg is being enhanced, supported and

deployed by a team of engineers in Lucent
Microelectronics.Its Tcl extensionlanguagefeatures
are very successful.All of the aspectsof Tcl
discussedin this paper Ñ its use in mixed C-
assembly-machinecode-circuitdebugging,its usein
customizingembeddedinput-outputoperationsand
exceptioncallbacks,its usein processorscheduling,

its use in testing, its use in constructingcustom
developmentenvironments,andits usein extensible
GUI constructionÑ Þndpracticalapplicationin the
Þeld.LuxdbgÕs applicationof Tcl remainsoneof the
strongest aspects of this debugger.

Ongoingwork includesinvestigation of Java for
upperdebuggerlayersin order to take advantageof
Java networking, dynamic loading, reßection and
classlibrary infrastructure.Luxdbg hasusedJava to
parameterize the extension language, so that
languagessuchasPythoncanbe loadedat run-time
in the place of Tcl [14].

Distributed debugging supportedby distributed
extension language interpreters is an area for
research[16]. PassingexpressionsacrosstheInternet
to remote debugging sites is easily achieved with
interpretedextensionlanguages.The sendcommand
provides the basis for remote interpretationin Tcl
[4]. By combining the debugging primitives of
Luxdbg with communicationsprimitives such as
send,extensionlanguagesprovide a powerful base
for distributed debugging research and application.
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Abstract
Proper designof an embeddedsystemrequires

the ability to analyze multiple implementation
options to determinewhat parts of the systemare
best implementedin hardware and what parts are
best implementedin software. Construction of a
hardware prototype is both expensive and time
consuming. In this demowe use the Tcl extension
language to explore large parts of an embedded
system design space, to debug and to optimize
software before hardware is available, and to utilize
existing hardware to accelerate the designprocess.
The demo illustrates how abstracting differences
betweensimulation and hardware emulation can
minimize code size and maximize test software reuse.

8.1 Introduction
The Lucent Technologies LUxWORKS [17]

debugger, Luxdbg,usesTcl/Tk [18] asits interactive
commandlanguageand user interface construction
library. The Luxdbg GraphicalUserInterface(GUI)
is written entirely in standard Tcl/Tk and
communicates with a modiÞed Tcl command
interpreter. The modiÞedinterpreteraddsdebugging
commandsto supportdebugging of both processor
simulationmodelsandtarget hardwaresystemsthat
can be controlled through an emulation interface:
eitherclassicpin-basedin-circuit emulationor serial
IEEE 1149.1 test port (a.k.a. ÒJTAGÓ) [19] access.

LuxdbgÕs rich set of breakpoint capabilities,
device stateobservation andcontrol commandsand
graphicextensionsenablescomplex interactionswith
eitherthedevicemodel,targethardware,or both.The
Tcl extension language includes support for
separatelyloadablepackagesanduniquenamespaces
so that users can easily write application-speciÞc
Luxdbg extensions.

Tcl serves as an interactive commandlanguage
and as a programmablescripting language for

initiating LUxWORKS debugging actions. In
addition, Tcl serves as an event handling language
for processor events such as breakpoints and
exceptions.A user can associatea Tcl expression
with a processorbreakpointor exception.Whenthe
associatedprocessorevent occursduring execution,
the processor stops and Luxdbg invokes the
correspondingTcl expressionasa callback.This Tcl
callback can read, write, and copy processorstate
amongthe set of stoppedprocessors.The callback
can also resumeexecutionof its stoppedprocessor,
or it can force a break to the user or outer Tcl script.

Tcl/Tk allows users to customizethe Luxdbg
interfaceby creatingandmodifying menus,buttons,
and windows and attaching them to user-deÞned
scripts.The demonstrationshows the ßexibility and
power of Tcl/Tk scripting by extending the
LUxWORKS debugger and its target
processorsystems. We use Tcl/Tk to:

¥ create an abstract model of an
interprocessorcommunicationchannel in
the form of a bidirectionalshared-memory
mailbox that is usedwith both simulation
modelsand/ortargethardwareto studythe
effect of variousmailbox architectureson
key system performancefactors such as
latency(polling vs. interrupts),throughput,
processorcommunication overhead,and
application software complexity,

¥ produceareusablelibrary of debuggingand
profiling scripts to verify the correctness
and performance of the system,

¥ provide high-level visibility into the
workings (or non-workings) of various
system configurations through a custom
graphical interface built from freely
available Tcl/Tk graphics packages [20].

8. Appendix Ñ Demonstration: Exploiting Extension Language Capabilities
in Hardware / Software Co-design and Co-veriÞcation

Cathy Moeller, Dale Parson, Bryan Schlieder, Jay Wilshire
{cbmoeller,dparson,bryanschlieder,wilshire}@lucent.com



8.2 Approach

Figure 3 shows the topology of the
demonstration.The two processorbuilding blocks
areidenticalLuxdbgprocessorinstanceswith access
to conventional external RAM. Identical instances
simplify implementation, but the demonstration
easilyextendsto heterogeneousprocessorinstances.
The Mailbox Model is a simulation model
implementedas a set of Tcl proceduresthat use
breakpointcallbacksto gaincontrol,andmemory-to-
memorytransfersto give theappearanceof a shared-
memory space.

The processor instances are either device
simulation models or actual devices on a circuit
board controlled by Luxdbg that have accessto
external memory. Thechoice of simulatedmodels,
hardware targets or a combinationis made at run
time.

Databuffers in conventionalmemoryof the two
processorshold messagedata and represent the
control and statusregistersof the simulatedshared-
memory mailbox circuitry.

Data addressbreakpoints trap writes to the
simulatedmailbox controlregister of each device.
Whenthesenderissuesa command,theTcl callback
associatedwith the breakpoint simulatesmailbox
hardware by copying datafrom the senderto the
receiverÕs memory, updating the receiverÕs status
register, and optionally redirecting the receiver to
aninterrupt service routine.

Test software running on each processor
exercises driver software tailored to speciÞc

simulated mail-box hardware. Both mail-
boxhardware and driver-software defects are
detectedby running automatedsimulations and/or
hardware emulations.A library of test procedures
written in Tcl helpsthe userexplore the test space.
Users select hardware/software conÞgurationsand
run tests that:

¥ send increasinglylarge messagesin both
directions simultaneously,

¥ attemptto starvethe receiverin a polled
environment,

¥ measurethroughput,latencyandprocessing
overhead.

A graphicalinterfacecontrolsand displaystest
parametersand displays test results.

8.3 Demo Details

The target hardware is a Lucent DSP16210
demonstrationboard with 2 DSP16210processors,
one with 64 Kilobytes and one with 256 Kilobytes
of external data memory. The only physical
connectionbetweentheprocessorsusedin thedemo
is a sharedJTAG serial testbus. In hardwaremode,
memorytransferspassdatafrom oneprocessorto the
debugger-residentTcl Mailbox Model over JTAG,
and then down to the otherprocessor over JTAG.

Thedemocanalsousesimulationmodelsof the
DSP16210processor, eachincluding the necessary
memorysimulationmodels.The debugger interacts
with eachmodelinstancevia ÒsoftwareprobesÓthat
areC++ objectsthat readandwrite processorstate-

Figure 3: Demonstration Components
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bearingobjects.Thesesoftwareprobestake theplace
of processor JTAG ports used for hardware
debugging.

Simulationwithin Luxdbg is singlethreaded,so
dual-processor simulation requires a scheduler
written in Tcl to passcontrolbetweentwo processor
modelinstances.An extremelysimpleschedulerthat
advances each model by one instruction is
implemented in six lines of Tcl:

# Simulation mode step-based scheduler,
# default step count is 1.
proc advanceSim { p1 p2 { count 1 } } {
    for { set ii 0 } { $ii < $count } { incr ii } {
        $p1 stepi
        $p2 stepi
    }
}

P1 and p2 are Tcl variables that contain the
processorinstancenames;count is the number of
steps to advance. Even this simplistic advance
procedureshowsthepowerof Tcl: formalparameters
p1 andp2 provide reusabilityandthedefault value1
for count helps makes the syntax compact.

In hardwaremode,the advanceprocedurecould
alsobeimplementedwith astepcommand.However,
each invocation of debugging primitive ÒstepiÓ
entails ßushing debugger stateto the processor,
steppingthe target instruction, and then retrieving
stateto thedebugger. Eachtransferof hardwarestate
involves communicationoverheadnot entailed by
simulation mode, since a simulatedmodel and its
probes reside in the debugger process.A more
efÞcientapproachis to run eachhardwareprocessor
until its reachesa well-deÞnedcontrol point (e.g.,
write to a mailbox, or run until cycle count
is exhausted),and then break to the debugger. Tcl
procedureadvanceHdwexecutesits targetprocessors
for countmachinecycles;countgivesa timeslicefor
each processor.

# Hardware mode cycle-based time-slice scheduler
# Run processor p1 then p2 for count cycles
proc advanceHdw { p1 p2 { count 1 } } {
    $p1 runProcessorForCycles $count
    $p2 runProcessorForCycles $count
}

The demoÕs advance procedure uses both
advanceSimand advanceHdw and also handles
mixedmodeswith onedevice in hardwaremodeand
one in simulation mode.

Procedure runProcessorForCycles uses low-
level, hardware-speciÞcregisterscyclesand cyclec
for counting and controlling execution cycles, and
pseudo-registers tryCycles and elapsedCyclesfor
tracking cycles. Users can add pseudo-registers at
run time.Somelow-level registerssuchascyclecare
inaccessible to typical users, but ÒconÞgure-
hiddenregisters onÓ adds hidden registers to a
processorÕs reßectionAPI, renderingtheseregisters
visible in Tcl. RunProcessorForCyclesdealswith the
fact that cycle-countinghardware breakpointshave
not beenintegratedinto theLuxdbgat commandthat
sets temporal breakpoints.RunProcessorForCycles
setshardwarecycle countingregistersdirectly, andit
installs procedureexpired as a callbackhandlerfor
exception UNHANDLED_BP. A target processor
throws UNHANDLED_BP when any target
breakpointoccursthatwasnot explicitly setfrom the
debuggervia stopor at. In this casethecyclecounter
causesan UNHANDLED_BP exception because
runProcessorForCyclesbypassesat and setscyclec
andcycles directly.

# advance the state of current hardware processor
# - instance speciÞc
setUNHANDLED_BP 5067
proc runProcessorForCycles { docycles } {

globalUNHANDLED_BP
# register the breakpoint exception callback
except $UNHANDLED_BPexpired
conÞgure -hiddenregisters on
# requestDEBUGMODE on cycle countdown
cyclec = cyclec | 4
tryCycles = $docycles ;# record requested stride
elapsedCycles = cycles ;# save
# count up - rollover causesDEBUGMODE brkpoint
cycles = 0 - tryCycles
resume  # wait for callback

}
Expressionssuch as Òcyclec = cyclec | 4Óin

runProcessorForCycles are implicit invocationsof
fxpr. Luxdbg interceptsTclÕs unknowncommandto
determinewhetheran unknown commandis a valid
fxpr expression,andif sothentheinterceptorinvokes
fxpr.



Callback procedureexpired tests to determine
whether the thrown exception matchesthe desired
cycle count breakpoint exception, and if it does,
expiredthenclearsthebreakpointbit from thecyclec
register, restores cycles from being a cycle
breakpointtrigger to a cycle counter, and removes
the hidden registers from the Tcl reßection API.

# procedure to handle cycle counter expiration
# - instance speciÞc
setCYCCNT_EXPIRED2415919104
proc expired { errnum severity errstr } {
    globalCYCCNT_EXPIRED
    # make sure this is our DEBUGMODE brkpoint
    regexp {^.*handle ([0-9]+) *$} Ò$errstrÓ match Value
    if { $Value == $CYCCNT_EXPIRED } {
        # clearDEBUGMODE request
        cyclec = cyclec & 0xfb
        # restore cycles, adjust for instruction boundary
        cycles = elapsedCycles + tryCycles + cycles
        conÞgure -hiddenregisters off
    }
}

Comparing advanceSim and advanceHdw
highlights the fact that advanceSimis implemented
directly in termsof themachinecodelayerof Figure
2, while advanceHdwdigsdown into thecircuit layer
by calling runProcessorForCyclesandexpired. Each
advanceSiminvocation of Ò$p1stepiÓand Ò$p2
stepiÓcausesexecutionof onetarget machinecode-
level instruction. Each advanceHdwinvocation of
runProcessorForCycles, on the other hand, runs a
processorfor a real-time slice by exposing and
manipulatingcircuit-level registersthatcausecircuit-
level effects. This particular circuit-level effect, a
time-out breakpoint, is not even integrated into
LuxdbgÕs ofÞcial breakpointmachineryvia the at
command.But by handlingan unknown breakpoint
exception in Tcl procedureexpired, which extracts
cycle count status from circuit-level registers, a
Luxdbg user is able to compensatefor lack of
integration of cycle breakpoints into at. Tcl
procedures runProcessorForCycles and expired
encapsulatecircuit-level details within themselves,
providing Tcl-interpretedsupport for the machine
code-level semantics ofadvanceHdw.

With advanceSimandadvanceHdwwe have the
means to interleave the execution of our two

processors,and we now go to the matter of
communicationsvia themailbox.Herewe give only
the most general implementation of a mailbox
mechanism,devoid of modeledcircuitry andprecise
timing. Theactualdemolooksat alternative, circuit-
level implementations of the mailbox.

Supposethe program on each of our target
processorsusesassemblylevel variablesto simulate
incoming and outgoing buffers in a mailbox.
Memory arrays sendBuffer and recvBuffer are
outgoing and incoming memory buffers. Assembly
locationssendLock andrecvLock hold booleansthat
control their buffers, and sendCountand recvCount
hold the lengthof a bufferedmessagestream.These
assembly-speciÞed storage locations simulate
memory-mapped peripherals in a real device.

A processorusesa test-and-setinstruction on
sendLock to gain control of the sendbuffer; a non-
zerovaluefor sendLock signiÞesanunlockedbuffer,
while a 0 signiÞes a lock held by the bufferÕs
processoror by the mailbox. A processoradds
messagedatato the streamin sendBuffer only when
the processorholdssendLock. Likewise,a processor
drains messagedata from the streamin recvBuffer
only when it holds recvLock. Conversely, the
mailbox drains a sendBuffer when it holds the
sendingprocessorÕs sendLock andit Þlls a recvBuffer
when it holds the receiving processorÕs recvLock.

We can take advantageof the default, single-
threadedcontrol mechanismof Luxdbg, and its use
of breakpoint-driven control, to build a simple test
driver that uses polling interaction between the
mailbox and each processor.

proc advance {p1 p2 {count 1} {isSim 1}} {
# run the processors a time slice each
if {$isSim} { # simulation mode

advanceSim $p1 $p2 $count
} else { # hardware mode

advanceHdw $p1 $p2 $count
}
# now interleave mailbox polling
pollMailbox $p1 $p2
pollMailbox $p2 $p1

}

ProcedurepollMailbox inspectsthe locks and
countsfor its senderÕsandreceiverÕsbuffersto ensure
that a message is ready and that there is room for it.



proc pollMailbox {sender receiver} {
# Test-and-set is atomic because sender and receiver
# are stopped; Þne-grain simulation will require
# more precise modeling of test-and-test.
# fxpr Ò@rdÓ returns result to Tcl in decimal
if {[$sender *sendLock != 0\

&& *sendCount > 0 @rd]} {
if {[$receiver *recvLock != 0 \

&& *recvCount == 0 @rd]} {
# memory vector copy via fxpr:
$receiver fxpr recvBuffer(0) = \

$sender\::sendBuffer(0:*sendCount-1)
$receiver *recvCount =

[$sender *sendCount]
$sender *sendCount = 0

}
}

}

Inter-processor memory transfer uses fxprÕs
ability to copy a block of memorycontentsbetween
processorswithout bringing thesevaluesout to Tcl.
Tcl storesits return valuesas strings,and copying
memoryvectorsone-element-at-a-timein a Tcl loop
would entail binary-to-ASCII conversion when
reading a value and ASCII-to-binary conversion
when writing it. Fxpr vector assignmentcopies
binary values directly.

This Þrst-cut prototype of pollMailbox makes
several simplifying assumptions:

¥ Messagetransferis all-or-none.A message
transfersonly whenits receiverÕsbuffer is
completely empty.

¥ Receivingcapacityis sufficient.Thereis no
test on the size of the message.

¥ Simulationis single threaded.The testsof
sendLock and recvLock never set these
locks to 0 as part of test-and-set.

¥ Timing granularityis determinedby driver
procedureadvance, and pollMailbox can
transferthe entiremessage,andreleaseits
locks, within the allotted time.

¥ Message transfer is implemented using
polling.

Thedemoprogressesin a mannersimilar to real

prototyping,by takinganoverly simplesolutionand
elaborating it into a realistic one. Progressive
variations build Þner timing resolution, overßow
detection, a robust test-and-set operation and
interrupt-driven control into the mailbox. Some
Luxdbg simulation modelssupportsub-instruction,
phase-accurate timing. Such a model can return
control to Tcl at every transition of the simulated
hardware clock signal that drives the modelÕs state
transitions.Usingsucha model,it would bepossible
to simulate precise timing relationships between
mailbox message transfer and the instruction
execution cycles on the two processors.Each
invocationof the mailbox would perform only one
portionof messagetestingandtransfer, suchastest-
and-settinga lock variableor transferringonebuffer
word (or multiple words when simulating direct
memory access), tightly interwoven with sub-
instructionschedulingof the two processormodels.
The simple pollMailbox procedureshown hereand
the clock-driven, Þne-grain approach discussed
representthe boundariesof the rangeof Tcl-based
simulation capabilities possible with Luxdbg.

8.4 Demo conclusion

Modular design features of an extension
languageandperiodicrefactoringof thedesignleads
to small but powerful extensionlibraries. We have
shown that well engineered extensions
allow primitive debug operationsat different layers
of embeddedsystemabstractionto be combinedto
supporthardware / software co-design and co-
debugging.

In particular, this demonstration shows

¥ a design environment for hardware/
softwarepartitioningandrapidprototyping
to quickly analyzemultiple implementation
options

¥ a debugging environment for software
before hardware availability, and

¥ a test-benchfor measuringand verifying
system operation.
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