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Abstract

Embeddedsystemscontain several layers of
target processingabstaction. Theselayers include
electonic circuit, binary madine code mnemonic
assembly code and high-level procedunl and
object-orientedabstiactions. Physicaland tempoal
constaints and artifacts within physicallyembedded
systemsnale it impossiblefor softwae enginees to
operate at a single layer of processorabstiaction.
The Luxdbg embeddedsystem delugger exposes
these layers to dehlugger uses, and it adds an
additional layer, the extensionlanguage layer, that
allows uses to extend both the delugger and its
target processor capabilities. Tcl is Luxdbg®
extensionlanguage. Luxdbguses can apply Tcl to
automatenteractivedehugging stepsto redirectand
to interconnect target processor input-output
facilities, to schedule multiple processorexecution,
to log and to reactto target processingexceptions,
andto automatearget systemntesting Inclusionof an
extensionlanguage like Tcl in a delugger promises
additional advantayes for distributed dehugging,
where deluggers can pass extension language
expressions a@ss computer networks.

1. Intr oduction

Embedded system delugging involves more
conceptualayersof a tamget systemthan dekugging
for time-sharing systems. Consider the case of

delugging a C program within a time-sharing
system. Userdelugger interaction occurs almost
entirelyat a C languagdevel of abstractionDescent
into assembly language and machine code
representationsof a tarmget program is rare.
Suspicions about a compiler bug may require
inspectionof generatecassemblycode. Inadwertent
steppingnto anoptimizedlibrary subroutindeadsto

displayof assemblymnemonicsandbinary numbers.
Delugging concurreng problemsin multi-threaded
programs entails cognizanceof time, but well-

structured multi-threadedprogramslimit temporal
awarenesgo a few, isolatedregions where multiple

threadsare allowed to interact. Theseexamplesare
exceptions,and most programmerscan delug their
programs exclusively from a source language

perspectie.
Embeddedsystemsadd several dimensionsto
delugging. Embedded systems include

programmablephysical devices that have no direct
languagecounterpartsat higherlevels of abstraction.
Their programmingrequiresdirect manipulationof
registers and state machines. Assembly language
programmingis common for performance-critical
modules.Temporaldeterminag is fundamentato a
real-time embedded system, eliminating the
possibility of constrainingtemporalawarenesdo a
few, isolated regions of code. Multiple,
heterogeneousprocessors operating at different
levels of abstractionfor examplea microcontroller
running Java or C++ teamedwith one or more
digital signal processor¢DSPs)runninga mix of C
and assemblycode, are commonplacewithin some



classesof embeddedsystems.Mixing abstractions
within design and delgging is typical.

This paperis aboutthe practicalapplicationof an
additionallayerof languageabstractionanextension
language abstraction to the aforementionedayers
of embeddedystemsAn extensionlanguagesenes
a tool such as a delugger by providing a
programming language, typically an interpreted
language, for extending tool capabilities via
composition at tool usage time. Basic tool
capabilities ultimately constrain the power of
extensions that users can compose.

Luxdbg, the LUXWORKS tool suite®dehugger
for embeddedystemd1,2], exposesmultiple layers
of tamet systemabstractionto dehuggerusersand
auxiliary tools. Lucent Microelectronicsprovides a
productionversionof Luxdbgin supportof Lucent®
digital signal processor&nd mixed microcontrollef
DSPsystemdor embeddedelecommunicationand
relatedapplications[3]. Luxdbg is implementedin
C++,andit usesTcl asits built-in extensionlanguage
[4].

Luxdbg applicationspacehasprimarily beenin
the area of embeddedtelecommunicationssignal
processinga hugeareathatis seeingrapid growth in
multiprocessing. Cellular basestations N the
electronicsconnectedo the towers one seeswhile
traveling along the road N are coming to employ
largebanksof two- andthree-coreDSPchipsthatput
hundreds of individual processingcores into a
system.Customerslesigningcircuit boardsfor these
systemgequirea dehuggerthatcanconnecto about
onehundredprocessorsat a time. Not all processors
are beingdehuggedat ary giventime, andmary of
the signal processingalgorithms running on each
processorinvolve only that processar The DSPs
processsignalsfor parallelvoice and datachannels.
Neverthelessall processorarerunningat the same
time, andary processocanexhibit abugatary time,
so the dehuggermust be capableof connectingand
interactingwith one or more of the one hundredat
ary time.

At the other end of the cellular continuum, a
cellular handset(cell phone)often containsa DSP
and a microcontroller The DSP handles signal
processingfor the voice and data channelswithin
that handsetwhile the microcontrollercontrolsthe
systemand provides userlevel 10 capabilities.The

handsetpresentsonly two processorsput they are
heterogeneous, i.e., they provide different
programmingarchitecturesindinstructionsets.They
may be programmedin different languages.e.qg.,
assemblylanguageor C for the DSPandC, C++ or
Jasa’ for the microcontroller Handsetdehugging
does not require the massie multiprocessor
delugging featuresrequiredby a basestationbut it
does require the ability to dehlug heterogeneous
instruction sets and languages.

A detailedaccountof the signal processingand
related control architecturesof Luxdbg® tamget
embeddedystemss outsidethe scopeof this paper
and indeed it is unnecessary Most embedded
systems consist of an admixture of high level
languageprogrammingprocessesassemblycodefor
performance-criticaltasks, and hardware registers
and special-purposelevices for acceptingsensory
input and producingsensoryor sensorimotooutput.
Communications channels can be considered
artibcial, special-purposesensoryrealms. Most of
the programmingexamplesin this papercomefrom
multiprocessorsignal processingsystems,where a
given processorreadsan information-bearingsignal
frame, processes that frame (e.g., extracts
information, encodes information, superimposes
signal content on a carrief encrypts, decrypts,
removes noise or otherwiseblters, etc.), and then
sendgheresultingframeof dataon to the next stage.
Humanusersusuallyattachat the endpointsof these
distributed signal Rows. Debugger users attach
arywhere a bg surhces.

This paper constitutesan experiencereport in
effective usesof an extension languagewithin a
multiple abstraction embeddedsystem dehugger
Section2 gives an overview of using an extension
languagewithin an application.Section3 examines
thelayersof embeddedystemabstractiorfor which
Luxdbg supportsdelugging. Section4 suneys the
classesof extensions that users can employ in
extending Luxdbg and its target embedded
processorsSection5 discusseselatedwork. Section
6 gives conclusionsand directions for upcoming
work. Section7 givesacknavledgmentsSection8 is
an appendixcontaininga descriptionof a Luxdbg
demo that utilizes Tcl to model inter-processor
communication hardare.



2. Extension language systems

Figure 1 diagrams the interactions of an
extensionlanguagein a system.The main system
componentsare a client such as a user extension
script or auxiliary tool (e.g., GUI), an extension
language interpreter such as Tcl[4] or Python[5],
and an underlying application such as a dehugger
Interaction begins at initialization time, when the
applicationregistersa numberof primitive functions
with the extension language interpreter The
interpreter adds these functions to its native
command set.

Client (e.g, user extension
script or auxiliary tool)

textual
commandpath

Extension language (e.g Tcl)

primiti ve
primiti ve function
function registration;
invocations textual

callbadk path

Y
Application (e.g, delugger)

Figure 1: Extension langua ge interactions

After initialization the systementersits main
interactionloop. It usesa commandpath to pass
client commands to the extension language
interpreter The user may enter commandsvia a
textual or graphicalinterface,or the usermay write
and invoke an extension languageprogram (a.k.a.
scripf). Built-in  extension language primitives
include control Row anddatastructuringconstructs.
The extension interpreter parses commandsand
executesscriptsby invoking bothits own primitives
and application primitives. Typical dehugger
primitives include data retrieval, data modibcation

and eecution control for tayet processing systems.

Figure 1 also shavs a callbadk path from the

applicationto the extensionlanguageinterpreter In

an event-driven systemit is possiblefor a userto

associatean extensionlanguageexpressionwith an
event in the application layer For example, in

Luxdbg a usercanassociate Tcl expressionwith a
target processorbreakpoint. When the breakpoint
occursthedehuggercallsbackto the Tcl interpreter
passing the expressionto be evaluated and an
identiber for the breakpoint as parameters.The
interpreterevaluatesthe expressionand returnsthe
result to the delugger Expressionevaluation may
includeretrieval andmodibcationof processostate.
During a callbackthe extensionlanguagdnterpreter
actsasa senantfor the applicationlayer, a reversal
of their normalroles.Whereaghe commandpath of

Figure 1 allows the extension languageto build

extensionsout of primitives,the callbackpathallows

the extension languageto extend primitives. For

Luxdbg this meangsthat userscanextendthe built-in

delugging layers discussed in thexheection.

3. Luxdbg layers of processor abstraction

Figure 2 illustrates the layers of abstraction
availableto a Luxdbg user The extensionlanguage
processolayer of Figure?2 is the extensionlanguage
interpreter of Figure 1, augmentedwith Luxdbg
deluggingprimitives.Theremaininglayersof Figure
2 constitutethe applicationmoduleof Figurel. Each
layer providesa C++ API thatallows outerlayersto
build uponit. Luxdbgsupportsoncurrentdelugging
of multiple, heterogeneousgirtual processos, where
each virtual processoris a hardware processqra
processosimulationmodel, or an operatingsystem
processthat implementsthe layers of processing
abstractionof Figure 2. Luxdbg representseach
taiget processoras a C++ object with theselayers.
Each object includes public methods for access,
modibPcation, andxecution control at these layers.

The circuit layer representsintegrated circuit
pins, processoregisters,memoryregions,peripheral
devices and timing information. This is the most
physical layer, closestto the hardware. Embedded
systemprogrammingentailsaccesso devices such
as digital-to-analogcorvertersthat control physical
devices(e.g.,spealrs,heateror motors),analog-to-
digital corvertersthat allow the systemto monitor
sensorge.g., microphonesor temperaturesensors),
coderdecoders (codecy that translate signals
between computational and communications-



extension language processor

procedural code processor

assembly code processor

machine code processqr
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Figure 2: La yers of Luxdbg vir tual mac hines

oriented representationsand other devices that
manipulatephysical signalsin a variety of ways.An

embeddedorocessoiinteractswith physical devices
via registers that it retrieves and modibes using
dedicatedprocessorregister slots and dedicatedlO

instructions,or by using memory-mappedegisters,
corventional fetch-store instructions and direct
memory access(DMA). Embeddeddevices house
state for a programthat is outside the bounds of

memory-oriented program variable state. An

embeddedsystemdehugger must provide accesso

this state.

Thecircuit layerin Luxdbgmaybeembodiedoy
C++ circuit modeling objects such as memory or
register modelsin a processoisimulationmodel. A
simulationmodelallows usersto simulateexecution
of theinstructionsandlO operationof anembedded
processorsystem before hardware is available. A
simulation model supportsdehugger inspection of
tamget systeminternal stateandtarget systemtiming
that may be inaccessiblen a real, hardware system
becausat is hiddenwithin the inside of a comple
integrated circuit. The circuit layer may also be
embodied by electronic circuits in a hardware
processarHardwaretarget systemdypically provide
dedicated dehugger access pins and registers
(hardware monitors) as well as tamget-resident
dehluggeraccesdibrary routines(software monitors)
thatallow a deluggerto monitorandcontrolprogram
executionandtarget systemstate.Luxdbg userscan
interactizely readandwrite circuit registersmemory
and other scalar and vector values using Luxdbg
primitives.

The madine codelayer addsthe conceptf an
instructionstreamanda systenctlock. Artif actssuch
as an instruction pointer (a.k.a. program counter),
program memory hardware interrupts and
breakpointdbecomeevident at this level. This layer
consistsof a programmablgrocessoand the state
containedn its circuit layerof abstractiondevoid of
symbolic delugging information supplied by
compilers,assemblerandlinkers.With the machine
code layer come Luxdbg primitives for allocating
program memory and for determining execution
location, primitives for setting and clearing
breakpointsat machineprogramand dataaddresses,
primitives for specifying breakpointand processor
exception handlers, and primitives for resetting,
resuming, and interrupting programeeution.

Systemclock-basedsynchronizatiorof multiple
processocoreson asinglechip alsocomesaspartof
the machine code layer Timing is an important
element of real-time embeddedsystems.Modern
telecommunications embedded systems often
employ multiple processorswithin a single silicon
systemon a chip (SoC).EachSoC housesmultiple
machinecode processorsA SoC simulation model
distributes a system-lgel clock that maintains
precise timing relationships among contained
processorcores. SoC hardware provides dehugger
accessto execution cycles and instruction counts.
Luxdbg can gain accessto sub-instructiontiming
granularity for casesof detugginginterruptlateny
or sideeffectsof a visible instructionpipeline,when
working with simulationmodelsthatrepresenthese
precise dgrees of timing granularity

While the previous two layersresidein a tamet
processing system that is being dehugged, the
remaining layers of Luxdbg reside in the dgger

The assembly code layer adds symbolic
interpretationon top of programsrunningwithin the
machinecode abstraction.This is the brst layer to
relate binary run-time information to build-time
source information. Unlike time-sharing systems,
embeddedsystemstypically do not carry much
symbolic, sourcecode information in the run-time
ernvironment. Often the run-time system lacks a
loader; programsthen reside in ROM. Luxdbg®
assemblylayer addsa loader symbol resoher and
assemblyexpressiorevaluatorto eachmachinebeing
dehugged.Primitives at this layer translateprogram
symbolic namesto machine code layer memory



addresses and contents.

The procedurl code layer is a more powerful
variantof the assemblycodelayer, addingconstructs
suchasstackframes,datastructuresand objectsthat
come with sourcelanguagessuch as C and C++.
Both the assemblyand procedurallayers map user
suppliedcommandghat arespecibedn sourcecode
termsto machineaddressesnd binary values.A C
proceduralayer, for example,mapsa referenceo a
local C variableto a memoryoffsetfrom a processor
stackpointerin the machinecodelayer Theselayers
also map machine code event parameterssuch as
breakpointaddresseap to sourcecodetermssuchas
source ble-line number pairs and data structure
member names, types amalues.

The extensionlanguage layer is the homeof the
extensionlanguagenterpreter The commandset of
the extension language layer includes extension
languageoperationsand Luxdbg primitives for the
inner layers. By supplying primitives from all of
theselayersto the extensionlanguagdayer, Luxdbg
givesusersandscriptsaccesdo several perspecties
of atamgetprocessarA tagetembeddegbrocessois
simultaneouslya collection of embeddedcircuits,
machineregistersand memory locations, symbolic
data structures and executable functions, and
extension language operations.

There are four categories of Luxdbg Tcl
primitives.

Processomanaementprimitivesallow Luxdbg
to connectto a setof processorsTheseprimitives
include:

¥ primitives to query the set of available
processor simulation models,

¥ primitivesto queryhardwaredebugservers
for connected hardware processors,

¥ primitives to constructa C++ processor
model or to reservea hardware debug
connectionandto connectLuxdbgto one
or more of these target processors, and

¥ primitives to disconnect Luxdbg from
target processors.

Processaccesrimitivesallow Luxdbgusersto
readandwrite target processoistateat all layers of
abstraction.

¥ An expressiorevaluatorateachlayerreads
and writes target processor state, and
combines state values within arithmetic
expressions. LuxdbgOs fxpr expression

evaluatomprimitive usesmachinecodelevel
entities (e.g., registers and memory
locations)andassemblyevel symbols(e.g.
labels)to retrieve,computeandstorevalues
attheseevels.The ceexpressiorevaluator
evaluatesC expressionsn the context of
the procedurallayer, translatingsymbolic
references to machine references. Tcl
provides its native expr expression
evaluator with  interactive C-like
operations.Tcl can combineresultsfrom
lower level expressionevaluators using
expr and other Tcl primitives.

¥ Query primitives allow usersto determine
the identity of state-bearingntitieswithin
each layer of abstraction. Circuit level
gueryallows Luxdbg usersand Tcl scripts
to determingheidentity of registersgircuit
signals,andblocksof physicalmemoryin a
specific processor. Machine code level
query identifies the nameof a processorOs
programcounteraprocessor(yteorder,a
processorf)snative word size, and a
processorOgrogram and data memory.
(Program and data memory are distinct
addresarenasn manyDSParchitectures.)
Unlike many debuggersl.uxdbg doesnot
hard code processor-specifidetails like
those listed above, but insteadit queries
processorsimulation modelsto determine
thesedetailsatruntime. Theassemblyand
procedurallevels follow suit by allowing
usersto queryfor the identity andtype of
program symbols.

¥ Signal logging primitives for simulation
modelsstore precisetime-valuetransition
tablesfor pins, registers,andothersignals
into log files. Time-triggered Tcl
procedures can log procedure level
information as well.

Processor control primitives direct program
execution.

¥ There are primitives to set breakpoints,
clear breakpointsguery breakpointsyeset
processors, resume execution, stop
execution,andto synchronizestartingand
stoppingof multiple processorsn atarget
system.

¥ Control primitives accept both numeric



addressedor the machine code layer as
well aslabels,function namessourcefile-
line numberpairsanddatanamesrom the
procedural layer.

Processor 10 primitives connect processor
modelsandhardware processorso datasourcesand
sinks.

¥ A loaderprimitive loadsbinaryvaluesinto
processor memory regions and loads
symboltableinformationinto assemblyand
procedural debugger layers.

¥ There are primitives for connectinglow-
level devicelO portsto debuggefiles and
to Tcl callback procedures.lO at the
proceduralayer usually occursvia library
calls, and Luxdbg can insert breakpoints
into thesecalls and redirectlibrary-based
10 flow to andfrom files or Tcl procedures.

Each layer of Luxdbg supportsref3ection[2].
RelRectionrefers to the ability of client code to
interactizely inspect the underlying contents of
sener code,in orderto determineuniquecapabilities
of a specibcsener at run time. Rel3ectionforms the
basisfor Luxdbg queryprimitives.Oneexampleis a
Luxdbg query to determine available processor
model types:

luxdbg: pssr models ; # queryailable models

16210i 16270i 16410c arm9 ...

luxdbg: ? R ; # query gasters in this processor

{p0 0 s 32} {p1 1000 s 32} {rO 5 u 20} ...

Querying registers yields name-alue-typetag-
width 4-tuplesin this example. As with ary Tcl
command, results from invocations of delugging
primitives are available for use by Tcl scripts. For
example this interactve Tcl loop usesthe O?RO
register query:

foreach rg [? R] { # print rgister name & width

puts Omg: [lindex $reg 0] width [lindex $reg 3]0

}
prints this result to TaGtandard output:

reg: pO width 32

reg: pl width 32

reg: rO width 20

ReRectiorallows Luxdbgto adaptits behaior as
well asits userinterfaceto a particularprocessoit
run time. An outer layer can determine and
manipulatenot only the stateof an underlyinglayer,
but through ref3ectionit can also determine the

identity of state-bearingntitieswithin thatlayer A
client of the circuit layerusesre3ectionto determine
the identity and propertiesof pins, registers and
memory blocks within that layer A client of the
machinecodelayer usesrefl3ectionto determinethe
name of the program counter register program
memory and byte ordering within a multiple-byte
instruction stream. Ref3ection for assembly and
procedurallayers exposessymbol names typesand
addressesstack frame corventions and sourceble
identities.RelRectionfor an extensionlanguagesuch
as Tcl provides information on the state of the
interpretey for example:

info commands ; # queries Tcl command set

next logsigs davn resume ...

Luxdbg usesref3ectionto adaptits operationgo
eachtargetprocessoandprogram.SuchR3exibility is
essentialin dehugging multiprocessorsystemsthat
hase come to include an array of heterogeneous
processor types and programming languages.

Luxdbg® expressionevaluators rely heavily on
reRection. Luxdbg® fxpr, the machine code and
assemblylanguageexpressionevaluator usesbxed
syntax that is compatiblewith expr, Tcl® built-in
arithmetic expression evaluator Fxpr operands,
however, come from machine code entities (e.g.,
registers and memory) and assembly language
symbolsthat fxpr identiPesand readsor writes via
relection. Fxpr can thus adapt itself to different
processor architecturesand tamget programs by
querying their refl3ection interfaces for operands
available to fxpr. Likewise, Luxdbg® C expression
evaluator ce queriestaiget programsfor available
types, variables, functions, etc. The extension
languagdayer hasaccesgo all of this re3ectionand
the primitves huilt using it.

Each processorobject has a textual instance
namein Luxdbg. A usercan invoke the processor
new commandto createa new processoisimulation
modelor to connecto aremoteprocessoor process,
andto associatehis processowith aninstancename
suchas Odsp1@r Ocontroller@r ary userselected
name.Thereafterthe usercanusean instancename
as a prebx to dehugging commands.A Luxdbg
primitive usesan instancenameto set the current
processor reference in C++. Commands nested
within the dynamicscopeof aninstancenamego to
thatprocessobobject.For example,the Tcl command
Op2fxpr r0 = [p1 r3] * 2Oretrieves the value of



registerr3 from processopl, multipliesit by 2, and
storestheresultin registerrO of p2. Fxpr determines
the semantics of its arithmetic operators by
consultingits target machinecodeprocessarFixed-
point DSPs supply bPxed-point semantics while
microcontrollerssupplymixedRoatingpoint/ integer
semantics similar to Cxpressions.

A Luxdbg Tcl expressioncandeferspecibcation
of a tamget processar Suppose,for example, Tcl
procedure logRajisters were written, without a
processomprebx, to write hame-alue pairs for all
processor registers to standard output. Suppose
furtherthat Tcl procedurdogAll werewritten, again
without a processorprebx, to invoke logRegisters
alongwith someotherlog proceduresNow suppose
that Luxdbg is connectedto a DSP instancethat a
userhasnamedOdsp®)and the userinvokes Odsp5
logAllQin aninteractve commandor from within a
Tcl script. Procedure logRayisters works with
Luxdbg® current processor in this case the
processonameddsp5 Primitivessuchasfxpr query
dsp5for state-bearingntitiesandtheir contentsThe
Tcl procedurelogRegisters, while not a primitive,
usesprimitivesto determingheidentity andcontents
of registerswithin the currentprocessqrwithout ary
hard-codedknowledge of that processoelegisters.
A later invocation of Ocontroller2 logAllO for
microcontroller Ocontroller20 would perform
similarly for controller2,which might be an entirely
different sort of processarAs long as logRegisters
andlogAll arewritten to usethe ref3ectioninterface
andtarget-neutralprimitive commandsandto avoid
makingtarget processoassumptionsthey canwork
for a variety of processorsselectedby a useror
script at run time.

So far we have describedthe basic extension
languageyirtual processoandrefRectionmachinery
that provides the basis for Luxdbg® delugging
power. Thenext sectioncatalogsanumberof waysin
which Luxdbg developers, beld support staf and
userscan emplgy this machineryin extending the
capabilities of Luxdbg as well as its tamet
processors.

4. Luxdbg avenues of extension
4.1 Command and callback path mechanisms

The commandpath of Figure 1 initiates actiity
in Luxdbg. All interactionsstartout whena user a

Tcl scriptor an auxiliary tool issuesa setof textual
commandsto Tcl. Tcl, in turn, examines and
modibestarget processoistate. Tcl setsbreakpoints
via breakpointprimitives; it causedarget processor
executionby calling the resumeprimitive. Tcl again
interactswith processosstateupon processoiarrival
at the next breakpoint. Theseare all examplesof
commandpath control mechanismsUpper client
layers direct control.

Callbad pathcontrolcomesaboutwhenatarget
processorobject reactsto an event in the tamet
processing ervironment by invoking a callback
procedureA callbackmaybea Tcl expressiorsetby
a user script or auxiliary tool. A callbackmay also
be a C++ method,built into Luxdbg, that reactsto
target events. A tamet event causests processoito
stopat a breakpointanda callbackcaninteractwith
the stopped processoras well as with ary other
Luxdbgprocessothatis atabreakpointLuxdbgsets
the default current processor to the triggering
processoduring a callback.A single processomay
provide multiple target events, thereby triggering
multiple callbacks,during a single interactionwith
thedelugger If all eventsconnecto callbacksandif
all callbacksnvoke resumethenuponcompletionof
all callbacksthe target processoresumesexecution
as though no breakpointhad occurred. Callbacks
form the basis foconditionalbreakpoints

Command and callback operationshave one
important difference, part of which we have just
seen. Invoking resumeas a command operation
causes a halted processorto begin execution.
Invoking resumeas part of a callback operation
schedules that processor for resumption upon
completion of all callbacks. A single callback
invocation that does not invoke resumecausesa
breakto the outer command-imoking user scriptor
auxiliary tool upon callback completion.An outer
commandresumdnvocationcanstartary processqr
while a callback resume can scheduleonly the
processor that triggered the callback.

Themajorneteffect of callbackss the extension
of target processoprimitivesat ary of the layersof
Figure2. Fromtheperspectie of acommandesume
invocation, executionof a callbackcanappearas a
seamlesgart of target processorexecution. All of
the examplesof this sectionuse callbacksto extend
processor capabilities.



4.2 Conditional delugging and assertions

Callbacks support incremental extension of
cornventional delugging actvities, from providing
smallhelperfunctionsthateliminatemanualactivity,
to providing sophisticated assertion checking
mechanisms.Conditional breakpointsprovide one
example. Supposea target C function exhibits an
error after mary invocations of that function. A
simple breakpoint that stops on every function
invocationbecomesnnging becausef thenumber
of times that the dehugger user must manually
resume execution. Some deluggers provide
breakpointcountersthat a user can setin orderto
skip over breakpoints,but thesedeluggersdo not
provide meansto determinethe countervaluein the
brst place. They also do not provide a meansfor
sampling the triggered breakpoints, for example
stopping on every tenth breakpoint.A user could
insertextra delugging codeinto a target functionto
keep track of invocation counts, but this insertion
involves time-consumingcompilation, and it shifts
the tamget programaddressspace possibly masking
the error being delgged.

Listing 1 shawvs Tcl proceduresetCountthat
countsthe numberof invocationsof targetC function
targetFunc Assume that the user has issued the
commandOstopn targetFuncsetCountwhich setsa
breakpointin targetFuncand associatesetCountas
the callback operationto passto Tcl. Every tamget
invocation of targetFunc triggers the breakpoint,
which stopsthe target and invokes setCountvia the
callbackpath. Tcl interpretssetCount,jncrementing
its counterandresumingiargetexecution.Eventually
the target error occurs, causing a breakpoint for
whichtheuserhasnot provideda callback,socontrol
returnsto the user Now the user can interactvely
retrieve the counter value by issuing the Oset
setCounterO command to Tcl.

set setCounter O ; # initialization
proc setCount gs {
global setCounter
incr setCounter ; #unp counter
resume ; # continue gt processonecution

}
Listing 1: Recor ding a tar get invocation count

With a setCounteraluein hand(e.g.,1233),the
user could rewrite the Oresumedine of procedure

setCountto be a conditional: Oif {$setCounter<
1230} resumedSinceTcl is interpretedthe usercan
rewrite setCount interactvely and use its new
debnitionimmediatelyto stopfunctiontargetFunadn
the desired invocation by restarting the tamget
application.

Now setCounts the simple countedbreakpoint
feature built into some dehuggers.Sampling every
tenth breakpointcould be achieved by using Tcl@
modulo (0%O) operator:

if {($setCounter % 10) != 0} resume

In general, ay callback &pression of the form

if {predicate} resume

supports conditional breakpoints, where OpredicateO

couldbetheinvocationof aTcl procedureExecution
breakgo theuserwhena predicatds false.Predicate
testingcanoccuratary level of abstractiorof Figure
2. For example

if {[fxpr rO != endlocation]} resume
uses fxpr to compare machingisterr0O to the
address of assembly latmidlocation Predicate

if {[ce head_of list '= NULL]} resume
uses the Cxpression ealuator to compare C
variablehead_of_listo the NULL \alue. Predicate

if {[info commands $pname] == OO} resume
usesTcl@info commando testfor theexistenceof a
command whose name is containedanable
pname

This techniqueis much more powerful than
standardconditional breakpoints becausehe latter
allow testsonly on the target program.A Luxdbg
usercanextendthetestspaceavailableto predicates.
Thetestspacecould be the sared resultsof previous
targetruns,allowing breakpointcallbacksto monitor
regression test results.
Thetestspacemayalsobea setof assertionshat

a programmerexpectsto seeuponentry or exit of a
taiget function. By setting breakpointsat function
invocationandexit points,andby codingassertions
as Tcl predicateexpressions,the programmercan
check assertionswithout modifying target code,
halting executiononly whenan assertioris violated.
Sincethe assertiorchecler is a pieceof Tcl code,it
canprint amessag@dentifying the causeof failureto
the user (e.g., print the assertionexpressionas a
string). Whencontrolreturnsto the user sourcecode
displayidentibesthe location at which the assertion
failed.



4.3 Extended input-output

Callbackssupportinput-outputextensionfor all
of the layers of Figure 2. At the lowest layer, a
processorsimulation model can include peripheal
modelsthat take the place of actual IO hardware.
Each peripheralmodel containssimulatedregisters
and memory that represent their hardware
counterparts.In addition, each peripheral model
containsa callbackhookthata usercanconnecto a
Tcl procedure Supposea target processorexecutes
the machinecodeinstructionOr0O= piol Owherepiol
is a parallel IO port register In real hardware the
processomwould latch the value on the input pins of
piolinto aregisterandtransferthatvalueto register
r0. In a Luxdbg simulation where the user has
connectegiol to a Tcl procedureby usingthe srcfn
command (to OsourceO an input from a function):

srcfn piol mylnputProc
Luxdbg invokes a callback to the Tcl procedure
mylnputPoc. The procedure can retveea \alue for
piol from mawy places N a Ple, the usean output
port from a diferent processor instance, or from a
randomnumbergeneratarThereturnvaluefrom the
Tcl procedure bnds itsay into simulated ggster
piol, and the simulation continues without
interruption.

Reversing the machine code instruction to its
outputequivalent,Opiol= r0Ocopiesr0 to a parallel
outputportin realhardware.In a Luxdbgsimulation
wheretheuserhasconnectegiolto aTcl procedure
by usingthe sinkfncommand(to Osink@n outputto
a function):

sinkfn piol myOutputProc
Luxdbg a@in irnvokes a callback. This time the
callback proceduremmyOutputPoc receves the
outputvalueasaparameterandit canwrite thevalue
to a ble, useior input port of another processor
instance.

Input-output redirection is not restricted to
simulation models.Both modelsand real hardware
can use memory accessbreakpoints (a.k.a. data
breakpoints}o simulatememory-mappetD. A read
or write for a memory location with a breakpoint
resultsin a callbackthat simulatesmemory-mapped
10. The stopcommandcanspecifybreakpointsatthe
machine code, assemblyor procedural levels of
abstraction, supporting memory-mapped 10
simulationat ary of theselayers.For example,if aC

program contains a globahwnable called outport:
int outport ;
that the C program uses to simulate output, Luxdbg
can set a data-write breakpoint on trasiable:
stop outport -write outportHandler
and Tcl procedureutportHandlercan useeto
retrieve outport for writing to a pble:
puts $logble [ce outport %d]

Comparablemachinelevel memory-mappedO
on address0x2000 would use Ostop0x2000 -write
handlerGo set the breakpointand Ofxpr*0x20000
within procedurénandlerto retrieve its \alue.

Ourtrivial examplesonly hint atthe possibilities.
The appendixdescribesa simulation model for an
entire application-specib¢C block (ASIC) written
asa setof Tcl functions.A multiple-processochip
could usesucha hardware ASIC for inter-processor
communicationsWe cansimulatethis interactionin
Luxdbg by running real, discrete hardware
processorgoutingtheir communicationshroughthe
Tcl ASIC model via breakpoint callbacks.

Luxdbg supportslO redirectionat higherlevels
of processombstractionA target embeddedsystem
might not supporttextual IO, but C printf statements
remain a popular method of monitoring and
dehugging programexecution,even in the presence
of powerful delugging utilities. Becauseof the
usefulnessof streamingtextual 10 during software
development L uxdbg supportssemi-hostedibraries
for mary of the standardC IO systemcalls and
library functions.Listing 2 shows the very minimal
portionof printf implementedor atargetDSP16000.
This assemblycodelinks directly into an embedded
applicationrunning in hardware or in a processor
simulation model. It works by putting the printf
functionidentiberinto the processog registet then
invoking the icall O systemcall instruction. This
systemcall trapsthe processomr operatingsystem
processwhich thenrunsa breakpointhandler anda
breakpoint gent arrves at Luxdbg.

Listing 3 shawvs the beginning and end of the
event callback for the breakpoint-basedrintf. It
readsthe printf format string from the top of the
DSP1600Gtackmemory iterateshroughaloop that
readsvalue parametersaand concatenatesan output
string (details not shavn), sendsthis string to the
detugger®standardoutput, and bnally returnsthe
number of charactersprinted back to the tamet
ervironment in rgister a0.



#include OshlihO

rsect 0.0
.align
function ___ printf(
/I IN: *(sp) = format string
/I IN: *(sp+N) = other aguments (if used)
/l OUT: a0= output length on success, else -1

)
i= _SP_FUN_CODE(_SHLIB_PRINTF)
icall O
return

}

Listing 2: Printf hook in a DSP16000 tar get

proc handle_printf {} {
set top [sp @rd]; a0=-1
set sBrmat [readstring [list ymem \
[readlong Oymem $topO]]]
incr top 2; set skipme 1; set formg@OO
foreach ay [split $sormat %] {
... (Implementation not skm)
}

set output feal format \$sBrmat $formatays]
send_to_stdout $output
a0=[string length $output]

Listing 3: Printf implementation snippet in Tc I

Input-output handling at the client layer of
Figure 1 takes the form of Tcl/Tk GUI extensions.
Luxdbg gives usersaccesgo the full power of the
Tcl/Tk graphicaltool kit [4], with which they can
create custom graphical widgets and bit-mapped
graphicalcarvases.As with the other levels of 10
redirection,userscanconnectventcallbacksto GUI
extensions,updating their graphical creationswith
processor information as changes occur

4.4 Multiple processor scheduling

Luxdbg becomes involved in processor
scheduling when it is wused to simulate
communicationswithin a multiprocessor system.
Luxdbgloadsoneor moreframesof input datato the
prst processolin a pipeline or other multiprocessor
topology thenusesresumeandbreakpointcallbacks
to run that processoruntil it Plls an output buffer.
Filling an outputbuffer triggersa breakpoint,anda

breakpoint callback procedure copies the output
buffer to the input buffer of a receving processarA

Tcl level schedulercan then resumethe receving

processog@xecution,causingt to contributeits part
to systemdata3ow. This model of multiprocessor
communication forms the basis of the demo
described in the appendix.

Processomput-outputhandlingworks usingthe
callbackpathof Figurel. Processoschedulingakes
us backto the top-davn commandpath.Recallfrom
Section4.1 thatinvoking resumefrom above causes
processorexecution, while invoking resumefrom
within a callback avoids taking an interactve
breakpoint.Avoidanceof callbackresumes the key
to Tcl schedulers. A breakpointthat has no Tcl
callback, or a callback without resume causes
processorexecution (initiated via resumg to stop,
returning control to the outer resum@ caller. This
outerresumemay have comefrom a user or it may
have come from a Tcl scheduler script.

Listing 4 shavs a simple round-robin,
cooperatre schedulerfor a list of processorpassed
asa parameteto this Tcl procedureEachprocessor
in the list runs until it hits a breakpoint,and the
scheduleiiteratesover the list N times. Presumably
thebreakpoinis triggeredonthe completionof some
task, e.g., completionof processinga data3ow. A
scheduler with uncooperatie processors could
substitute stepi $count for resume the stepi
commandstepsa tamget processorsomenumberof
machine lgel instructions; it is guaranteed to return.

proc scheduler {processors NH{ # command path
for {set i O} {$i < $N} {incr i} {
foreach p $processors {
$p resume

}
}
}

Listing 4: Round-r obin, cooperative sc heduler

Listing 5 givesa schedulewariation, this time a
schedulerdriven by processoroutput events. The
schedulerstarts out using parameterstartproc to
identify the processorto start, then it consultsa
global Tcl variable nextproc. Output breakpoint
callbackprocedureoutput_callbak is codedto write
its output value to a neighboringprocessogdnput
port N obtainedvia associatie array neighbor set



up by the scheduledrcl script,whichis indexed on

the current processormame obtainedvia primitive

processorname N and then passthat neighbor®
nameto the schedulerfor execution via nextproc.
The lack of resumadn the callbackguaranteeseturn
of control to the command path scheduler
Schedulingerminatesvhenthelast processoin the
sequencés reachedsignibedby a blank slot (OO

the neighbor table.

proc scheduler {startproc}{ # command path
global netproc
$startproc resume
while {$nextproc != OO0} {
# terminate on empty processor name
$nextproc resume
}
} .
# output callback is attached to each processorO
# output breakpoint
proc output_callback gs { # callback path
global netproc neighbor
set netproc $neighbor([processor name])
if {$nextproc 1= 00} {
# copy my outport to neighbes@nport
$nextproc fxpr inport = [fxpr outport]

}

# no resume means break to scheduler

Listing 5: 10 e vent-driven sc heduler

Luxdbg originally provided only the blocking
resume and stepi commands for execution
resumption,allowing only one processoror multi-
processor chip to execute at one time. Serial
schedulingwas the only possibility Luxdbg now
includesthe ability to run target processorsn the
backgroundwithout blocking the deluggervia the
resume& commandnamedafterthe UNIX useof &
for backgroundexecution. We are adding a wait
commandthatwill block until specibedackground
processors have stopped at breakpoints. The
combinationof resume& and wait gives Luxdbg
logical fork andjoin operationdor concurrentarget
processorandprocessedlith thesewe will beable
to write concurrentschedulerghat interleave tamget
processoexecution,blockingthe deluggeruntil it is
safe for it to act.

4.5 Exception logging and testing
Luxdbg treats exception events in a target

processorsimilarly to the way it treatsbreakpoints.
Each exception has a unique identiberto which a

Luxdbg user or script can attach a callback.
Exceptionscomein four levels of severity N note,

warning, error and fatal. Default behaior for notes
andwarningsis for Luxdbg to print a messageand

issueresume while default behaior for errorsand

fatal errors is to print a messageand stop the

processar Callbacks can be attached to ary

exceptiontype,andary non-fatal exceptioncallback
can successfullyinvoke resume Userscan use this

mechanismo shutoff unwantednotesandwarnings,
to log specibcexceptions,andto perform processor
exception handling in Tcl similar to breakpoint
handling already discussed.

Among other uses,an extensionlanguagesuch
as Tcl provides an ideal basis for regressiontest
machinery Tcl has a complete set of Ple
manipulationoperationsmakingit possibleto setup
testsandcompareesultsfrom blesof text tables.Tcl
provides a catch instruction that allows Tcl-level
handlingof failedinstructionssoit is possibleto set
up degenerateconditionsin a testscript andtestfor
properLuxdbg reactionswithout crashingthe script
if Luxdbg operationdail. Luxdbg testingusesall of
the extensionlanguagemachinerydiscussedabove
within its regression test suite.

5. Related vwork

Several other dehuggershave used dehugging
language®r extensionlanguagesThedeetdehugger
for C programg6] comesclosesto Luxdbgin its use
of Tcl asthe userinteractionlanguagejts useof a
userextensibleTk GUI, andits applicationof Tcl for
conditionalbreakpointsandtesting.Deetbuilds atop
cdb,anearlief machine-independentehuggerfor C
programg7]. Luxdbg anddeetdiffer in their useof
Tcl primarily with respect to Luxdbg® user
association of arbitrary Tcl expressions with
breakpointsandexceptionsfor callbackinteractions.
Deet supports conditional breakpoint expressions
that it evaluatesusing Tcl procedures,but deet
appearsnot to have Luxdbg® more generaltamget
processorevent handling machinery Much of this
Luxdbg machinery Pbnds application beyond
delugging, for example in simulation, testing and
prototyping, but event-driven callbacks are also
useful for automating reactions tagds.

SmartGDBis anotherTcl-baseddelugger[8]. In



additionto addingGDB commandsasprimitivesto a
Tcl interpretey SmartGDB provides the ability to
associatea Tcl procedurewith a breakpointevent.
SmartGDB does not distinguish between the
command path and callback path of Figure 1.
Invoking the GDB continue primitive from with a
breakpointprocedurecausesmmediateresumption
of processor execution, resulting in loss of
breakpointontect aswell aslossof ary concurrently
triggeredbreakpointproceduresBecausef the lack
of distinction between command and callback
invocationsof the Tcl interpretey SmartGDBdoes
not support seamless extension of delugger
primitives via resume-bearing callbacks.

DUEL [9] andACID [10] aretwo deluggerswith
embedded, special-purposedelugging languages.
Theselanguagesare not general-purposescripting
languagessuch as Tcl, but rather are dedicatedto
delugging specibc types of target systems and
languages. As with deet, both use top-dawn,
commandinteractionsfrom the deluggerto a target
system.

Generalized path expressions [11] and the
Formal Annotation Language(FORMAN) [12] are
two query-orienteddehuggerlanguageghat operate
on program execution traces. Path expressions
provide a special purpose notation for querying
programexecutionpathsandfor specifyingordering
and other constraints. FORMAN uses tamget
processingevents and a generalevent grammarto
provide a languagefor automationof delugging,
assertionchecking and probling. Both approaches
operateat a higherlevel of abstractiorthanLuxdbg,
providing mechanismdor searchingandtestingthe
execution history of a running process.

In the issue of languageselection,thereis a
trade-of between language applicability and
language accessibility to a large programming
population. Use of a special purpose language
requireslearningyet anothemprogramminganguage
that is dedicatedto a single stage of software
development,delugging. Use of Tcl, on the other
hand,transferanto areasbeyond detugging,suchas
testing,userinterfacedesign,andotherapplications.
Popularextensionlanguagesomewith large utility
libraries, commercial support, and a large user
community from which to drawv information. With
modest efforts a user can build or collect Tcl
proceduresfor Luxdbg that achieve some of the

benebtof the deluggerspecibPdanguagesWe have
found that beld application engineersand expert
usersof Luxdbghave built sophisticatedapplication-
oriented delugging infrastructure using Tcl that
easilyputsLuxdbg on parwith dedicateddelugging
languageswith respectto expressveness.Tcl could
provide a basefor building automateddelugging
extensionssimilar to thoseof dedicateddelugging
languages.

The Coca dehugger has used a more widely
acceptedinteractie languageN' PROLOG N asthe
basisfor a powerful enginethat searchegprogram
trace information during target program execution
[13]. CocausesPROLOG® backtrackingon failure
mechanisnvery effectively to allow usersto explore
a setof programexecution statesthat satisfy query
constraints. Coca avoids the storage-intense
performanceproblemsof somerelationaldelugging
systemsby using breakpointsand tamget system-
resident program event extraction and analysis
modulesto perform its queriesat tamget run time.
With the readyavailability of PROLOG interpreters,
it would be possibleto replaceTcl with PROLOG in
aresearchversionof Luxdbg that supportsrun-time
selectionof the extensionlanguage[14]. A novel
requiremenbf Cocais extensionof the symboltable
information of a target program with annotations
concerningvarious target programmingconstructs
suchasthe location of for loops andif conditional
constructs  for language construct-dren
specibcatiof queriesandcorrespondinglacement
of breakpoints.

Theldb deluggerusesPostScripisanextension
languagefor communicatingarget programsymbol
table information among the compiler tamget
applicationanddelugger[15]. It doesnot bring the
extension language out to the dejger user

Luxdbg differs from all of theserelatedprojects
in several regards. Luxdbg usesprocessor process
instancenamesasTcl commandprebes,to delimit
the dynamicscopeof deluggingcommandsLuxdbg
provides delugging at the multiple layers of
abstraction of Figure 2. It includes dedicated
expressiorevaluatorsfxpr, ce andexpr to delimit the
scopeof symbolswithin an expression.DUEL and
ACID work directly in target systemscope,at a
single level of abstraction,while deet employs a
singlelevel of namespacedirectionfor C variables.
The other deluggers cited use explicit scope to



acceswariablesat a single level of target language
abstraction.ConsequenthyLuxdbg could be viewed

as a series of dehuggers, for different levels of

processorabstractionwith an expressionevaluator
for each.Commandghatinteractwith morethanone
level of abstraction, such as stop for setting
breakpoints at machine, assembly or procedural
levels of abstraction,include commandsyntax for

disambiguatingcontext. Commandsinfer a default
contet of eithera proceduralanguageor assembly

machine code, based on a processosf)current
breakpoint address and corresponding program
scope.

Many of thefeaturesof Luxdbgareorthogonato
the issue of extensionlanguagesVirtual processor
layers,ref3ection,multiple processodehugging and
heterogeneouprocessordehugging are examples.
Yet this orthogonality is a property that gives an
extension language considerably more power in
Luxdbg.An extensionlanguageauserhasaccesgo all
of these orthogonal capabilities, and a user can
combine these capabilitiesvia extension language
scriptsto createpowerful customdeluggingfeatures.

6. Conclusions and diections

Luxdbg is being enhanced, supported and
deployed by a team of engineersin Lucent
Microelectronicslts Tcl extensionlanguagdeatures
are very successful.All of the aspectsof Tcl
discussedin this paper N its use in mixed C-
assembly-machineode-circuitdehugging, its usein
customizingembeddednput-outputoperationsand
exceptioncallbacks,its usein processoscheduling,

its use in testing, its use in constructing custom
developmentervironments,andits usein extensible
GUI constructionN Pndpracticalapplicationin the
peld.Luxdbg®applicationof Tcl remainsoneof the
strongest aspects of this dejger

Ongoingwork includesinvestigation of Java for
upperdeluggerlayersin orderto take advantageof
Java networking, dynamic loading, ref3ection and
classlibrary infrastructure Luxdbg hasusedJava to
parameterize the extension language, so that
languagesuchasPythoncanbe loadedat run-time
in the place of Tcl [14].

Distributed dehugging supportedby distributed
extension language interpreters is an area for
researchi16]. Passingexpressionsacrosshe Internet
to remote dehugging sites is easily achiezed with
interpretedextensionlanguagesThe sendcommand
provides the basisfor remote interpretationin Tcl
[4]. By combining the delugging primitives of
Luxdbg with communicationsprimitives such as
send,extensionlanguagesrovide a powerful base
for distributed deligging research and application.

7. Acknowledgments

Jerry Williams of Lucent Technologiesis the
originator of the C-level semi-hostedibraries for
standardO of Section4.3. Lee Deschlerof Lucent
was responsiblgfor developing the versionof these
libraries reported in this paper Helen Zhang of
Lucentdeseresrecognitionfor her ongoingefforts
to refactor Luxdbg classesin the interest of
maximum Ra&ibility of this multi-level delugger



8. Appendix N Demonstration: Exploiting Extension Language Capabilities
in Hardware / Software Co-design and Co-gribcation

Catty Moeller, Dale Rirson, Bryan Schliededay Wishire
{cbmoellerdparson,bryanschliedeiilshire}@Ilucent.com

Abstract

Proper designof an embeddedsystemrequires
the ability to analyze multiple implementation
optionsto determinewhat parts of the systemare
bestimplementedn hardware and what parts are
best implementedin softwae. Construction of a
hardware prototype is both expensive and time
consuming In this demowe use the Tcl extension
language to explore large parts of an embedded
systemdesign space to delug and to optimize
softwae before hardware is available andto utilize
existing hardware to accelente the designprocess.
The demo illustrates how abstacting differences
betweensimulation and hardware emulation can
minimize code size and maximize test sofiweuse

8.1 Introduction

The Lucent Technologies LUXWORKS [17]
delugger Luxdbg,usesTcl/Tk [18] asits interactive
commandlanguageand user interface construction
library. The Luxdbg GraphicalUser Interface(GUI)
is written entirely in standard Tcl/Tk and
communicates with a modiped Tcl command
interpreter The modibedinterpreteraddsdekugging
commandsto supportdelugging of both processor
simulationmodelsandtarget hardware systemshat
can be controlled through an emulation interface:
eitherclassicpin-basedn-circuit emulationor serial
IEEE 1149.1 test port (a.k.a. @EO) [19] access.

Luxdbg® rich set of breakpoint capabilities,
device stateobsenation and control commandsand
graphicextensionenablesomple interactionswith
eitherthedevice model,targethardware,or both.The
Tcl extension language includes support for
separatelyoadablepackagesnduniquenamespaces
so that users can easily write application-specibc
Luxdbg etensions.

Tcl senes as an interactve commandlanguage
and as a programmablescripting language for

initiating LUXWORKS dehugging actions. In
addition, Tcl senes as an event handling language
for processor events such as breakpoints and
exceptions.A user can associatea Tcl expression
with a processobreakpointor exception.Whenthe
associategrocessorvent occursduring execution,
the processor stops and Luxdbg invokes the
corresponding cl expressiorasa callback.This Tcl
callback can read, write, and copy processorstate
amongthe set of stoppedprocessorsThe callback
can alsoresumeexecutionof its stoppedprocessaqr
or it can force a break to the user or outer Tcl script.
Tcl/Tk allows usersto customizethe Luxdbg
interfaceby creatingand modifying menus,buttons,
and windows and attaching them to userdebned
scripts. The demonstratiorshavs the Rexibility and
power of Tcl/Tk scripting by extending the
LUXWORKS  dehugger and its tamet
processosystems. W use Tcl/Tk to:

¥ create an abstract model of an
interprocessorcommunicationchannelin
the form of a bidirectionalshared-memory
mailbox that is usedwith both simulation
modelsand/ortargethardwareto studythe
effect of various mailbox architectureon
key system performancefactors such as
latency(polling vs. interrupts),throughput,
processorcommunication overhead, and
application software complexity,

¥ produceareusabldibrary of debuggingand
profiling scriptsto verify the correctness
and performance of the system,

¥ provide high-level visibility into the
workings (or non-workings) of various
system configurationsthrough a custom
graphical interface built from freely
available Tcl/Tk graphics packages [20].
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Figure 3: Demonstration Components

8.2 Approach

Figure 3 shovs the topology of the
demonstration.The two processorbuilding blocks
areidenticalLuxdbg processoinstancesvith access
to corventional external RAM. ldentical instances
simplify implementation, but the demonstration
easily extendsto heterogeneoupgrocessoinstances.
The Mailbox Model is a simulation model
implementedas a set of Tcl proceduresthat use
breakpointcallbackso gain control,andmemory-to-
memorytransferdo give theappearancef a shared-
memory space.

The processor instances are either device
simulation models or actual devices on a circuit
board controlled by Luxdbg that have accessto
external memory Thechoice of simulatedmodels,
hardware targets or a combinationis made at run
time.

Databuffersin corventionalmemoryof the two
processorshold messagelata and representthe
control and statusregistersof the simulatedshared-
memory mailbox circuitry

Data addressbreakpointstrap writes to the
simulated mailbox controlregister of each device.
Whenthe sendelissuesa commandthe Tcl callback
associatedwith the breakpoint simulates mailbox
hardware by copying datafrom the senderto the
recever® memory updating the recever@status
register and optionally redirecting the recever to
aninterrupt service routine.

Test software running on each processor
exercises driver software tailored to specibc

simulated mail-box hardware. Both mail-

boxhardware and driversoftware defects are

detectedby running automatedimulations and/or
hardware emulations.A library of test procedures
written in Tcl helpsthe userexplore the test space.
Users select hardware/softvare conbgurationsand

run tests that:

¥ sendincreasinglylarge messagesn both
directions simultaneously,

¥ attemptto starvethe receiverin a polled
environment,

¥ measurehroughputlatencyandprocessing
overhead.

A graphicalinterface controls and displaystest
parameterand displays test results.

8.3 Demo Details

The target hardware is a Lucent DSP16210
demonstratiorboard with 2 DSP16210processors,
one with 64 Kilobytes and one with 256 Kilobytes
of external data memory The only physical
connectiorbetweerthe processorsisedin the demo
is a sharedJTAG serialtestbus. In hardware mode,
memorytransfergpassdatafrom oneprocessoto the
deluggerresident Tcl Mailbox Model over JTAG,
and then den to the otheprocessorwer JTAG.

The democanalsousesimulationmodelsof the
DSP16210processareachincluding the necessary
memory simulationmodels.The deluggerinteracts
with eachmodelinstancevia Osoftvare probes@hat
are C++ objectsthatreadandwrite processosstate-



bearingobjects. Thesesoftwareprobegake the place
of processor JTAG ports used for hardware
delugging.

Simulationwithin Luxdbgis singlethreadedso
dual-processor simulation requires a scheduler
written in Tcl to passcontrol betweentwo processor
modelinstancesAn extremelysimpleschedulethat
advances each model by one instruction is
implemented in six lines of Tcl:

# Simulation mode step-based scheduler
# dehult step count is 1.
proc adanceSim { p1 p2 { count 1 } } {
for { setii 0 } { $ii < $count } {incrii } {
$pl stepi
$p2 stepi
}

}

P1 and p2 are Tcl variablesthat contain the
processorinstancenames;count is the number of
steps to adwance. Even this simplistic adwance
procedureshovs thepower of Tcl: formal parameters
plandp2 provide reusabilityandthe default value 1
for count helps mads the syntax compact.

In hardware mode,the advanceprocedurecould
alsobeimplementedvith a stepcommandHowever,
each invocation of detugging primitive OstepiO
entails Bushing delugger stateto the processar
steppingthe target instruction, and then retrieving
stateto the delugger Eachtransferof hardwarestate
involves communicationoverheadnot entailed by
simulation mode, since a simulatedmodel and its
probes reside in the delugger process.A more
efbcientapproachs to run eachhardware processor
until its reachesa well-debPnedtontrol point (e.qg.,
write to a mailbox, or run until cycle count
is exhausted),and then break to the detugger Tcl
procedureadvanceHdvexecutests targetprocessors
for countmachinecycles;countgivesatime slicefor
each processor

# Hardware mode ycle-based time-slice scheduler
# Run processor pl then p2 for couytles
proc adanceHdw { p1 p2 {count 1} }{

$pl runProcessaoFCycles $count

$p2 runProcessanFCycles $count

}

The demo® adwance procedure uses both
advanceSimand advanceHdwand also handles
mixed modeswith onedevice in hardwaremodeand
one in simulation mode.

Procedure runProcessorbrCycles uses low-
level, hardware-specibaegisterscyclesand cyclec
for counting and controlling execution cycles, and
pseudo-rgisters tryCycles and elapsedCyclesfor
tracking cycles. Users can add pseudo-rgisters at
runtime. Somelow-level registerssuchascyclecare
inaccessibleto typical users, but Oconbgure-
hiddenrgisters onO adds hidden registers to a
processogJeRectionAPI, renderingtheseregisters
visible in Tcl. RunPocessorbrCyclesdealswith the
fact that cycle-countinghardware breakpointshave
not beenintegratedinto the Luxdbgat commandhat
sets temporal breakpoints.RunPocessorbrCycles
setshardwarecycle countingregistersdirectly, andit
installs procedureexpired as a callback handlerfor
exception UNHANDLED_BP. A target processor
throvs UNHANDLED BP when ary tamget
breakpointoccursthatwasnot explicitly setfrom the
deluggervia stopor at. In this casethe cycle counter
causesan UNHANDLED_BP exception because
runProcessorBrCyclesbypassesat and setscyclec
andcyclesdirectly.

# adwance the state of current hamhe processor
# - instance specibc
SetUNHANDLED_BP 5067
proc runProcessodrCycles { dogcles } {
global UNHANDLED_BP
# register the breakpointxeeption callback
except YNHANDLED_BP expired
conbgure -hiddenggsters on
# requesbEBUGMODE on g/cle countdan
cyclec = gclec | 4
tryCycles = $dogcles # record requested stride
elapsedCycles =ycles # sare
# count up - rollger cause®EBUGMODE brkpoint
cycles =0 - tryCycles
resume # wait for callback

}

Expressionssuch as Ogclec = cyclec | 40in
runProcessorBrCycles are implicit invocations of
fxpr. Luxdbg interceptsTcl® unknowncommandto
determinewhetheran unknavn commandis a valid
fxpr expressionandif sothentheinterceptoiinvokes
fxpr.



Callback procedureexpired teststo determine
whetherthe thrown exception matchesthe desired
cycle count breakpoint exception, and if it does,
expiredthenclearsthe breakpointit from the cyclec
register restores cycles from being a cycle
breakpointtrigger to a cycle counter and removes
the hidden rgisters from the Tcl re3ection API.

# procedure to handlg/de counter gpiration
# - instance specibc
SetCYCCNT_EXPIRED2415919104
proc pired { errnum seerity errstr } {
globalcYCCNT_EXPIRED
# male sure this is our DEBGMODE brkpoint
regexp {*.*handle ([0-9]+) *$} O$errstrO matchlve
if { $Value == £YCCNT_EXPIRED} {
# cleaDEBUGMODE request
gclec = gclec & Oxfb

# restoreycles, adjust for instruction boundary

g/cles = elapsedCycles + tryCyclesycles
conbgure -hiddergisters of

Comparing advanceSim and advanceHdw
highlights the fact that advanceSims implemented
directly in termsof the machinecodelayer of Figure
2, while advanceHdwdigsdown into thecircuit layer
by calling runProcessorbrCyclesandexpired Each
advanceSiminvocation of O$p1stepiOand O$p2
stepiCcausesxecutionof onetarget machinecode-
level instruction. Each advanceHdwinvocation of
runProcessorBrCycles on the other hand, runs a
processorfor a real-time slice by exposing and
manipulatingcircuit-level registersthatcausecircuit-
level effects. This particular circuit-level effect, a
time-out breakpoint, is not even integrated into
Luxdbg® ofbcial breakpointmachineryvia the at
command.But by handlingan unknovn breakpoint
exceptionin Tcl procedureexpired which extracts
cycle count status from circuit-level registers, a
Luxdbg user is able to compensatefor lack of
integration of cycle breakpoints into at. Tcl
procedures runProcessorbrCycles and expired
encapsulatecircuit-level details within themseles,
providing Tcl-interpretedsupport for the machine
code-level semantics chdvanceHdw

With advanceSinand advanceHdwwe have the
means to interleave the execution of our two

processors,and we now go to the matter of
communicationyia the mailbox. Herewe give only
the most general implementation of a mailbox
mechanismgdevoid of modeledcircuitry andprecise
timing. The actualdemolooks at alternatve, circuit-
level implementations of the mailbox.

Supposethe program on each of our target
processorsisesassemblylevel variablesto simulate
incoming and outgoing buffers in a mailbox.
Memory arrays sendBuer and recvBufer are
outgoing and incoming memory buffers. Assembly
locationssendLok& andrecvLo& hold booleanghat
control their buffers, and sendCountand recvCount
hold the lengthof a buffered messagetream.These
assembly-specibed storage locations simulate
memory-mapped peripherals in a realide.

A processorusesa test-and-seinstruction on
sendLok to gain control of the sendbuffer; a non-
zerovaluefor sendLok signipesanunlocked buffer,
while a 0 signiPesa lock held by the buffer@
processoror by the mailbox. A processoradds
messagelatato the streamin sendBuier only when
the processoholdssendLok. Likewise, a processor
drains messagealata from the streamin recvBufer
only when it holds recvLo& Corversely the
mailbox drains a sendBuer when it holds the
sendingprocessog3endLok andit blls arecvBufer
when it holds the receéing processos®ecvLod.

We can take adwantageof the default, single-
threadedcontrol mechanisnof Luxdbg, andits use
of breakpoint-diren control, to build a simple test
driver that uses polling interaction between the
mailbox and each processor

proc adance {pl p2 {count 1} {isSim 1}} {
# run the processors a time slice each
if {$isSim} {  # simulation mode
advanceSim $pl $p2 $count
} else { # hardvare mode
advanceHdw $pl $p2 $count
}

# nawv interleare mailbox polling
pollMailbox $p1 $p2
pollMailbox $p2 $pl

ProcedurepollMailbox inspectsthe locks and
countsfor its senderandrecever@buffersto ensure

that a message is ready and that there is room for it.



proc pollMailbox {sender receér} {
# Test-and-set is atomic because sender andvegcei
# are stopped; Pne-grain simulation will require
# more precise modeling of test-and-test.
# fxpr O@rdO returns result to Tcl in decimal
if {[$sender *sendLock !=0
&& *sendCount > 0 @rd]} {
if {[$receiver *recvLock =0\
&& *recvCount == 0 @rd]} {
# memory ector copy via fxpr:
$recever fxpr recvBufer(0) =\
$sender\::sendBfdr(0:*sendCount-1)
$recever *recvCount =
[$sender *sendCount]
$sender *sendCount = 0

Inter-processor memory transfer uses fxpr@®
ability to copy a block of memorycontentsbetween
processorsvithout bringing thesevaluesout to Tcl.
Tcl storesits return valuesas strings, and copying
memoryvectorsone-element-at-a-timi a Tcl loop
would entail binary-to-ASCIlI corversion when
reading a value and ASCII-to-binary corversion
when writing it. Fxpr vector assignmentcopies
binary \alues directly

This brst-cut prototype of pollMailbox makes
several simplifying assumptions:

¥ Messagdransferis all-or-none A message
transfersonly whenits receiverObuffer is
completely empty.

¥ Receivingcapacityis sufficient. Thereis no
test on the size of the message.

¥ Simulationis singlethreadedThe testsof
sendLock and recvLock never set these
locks to 0 as part of test-and-set.

¥ Timing granularityis determinedoy driver
procedureadvance and pollMailbox can
transferthe entire messageandreleasdts
locks, within the allotted time.

¥ Messagetransfer is implemented using
polling.

The demoprogresset a mannersimilar to real

prototyping,by taking an overly simple solutionand

elaborating it into a realistic one. Progressie

variations build Pner timing resolution, over3ov

detection, a rohbust test-and-set operation and

interrupt-driven control into the mailbox. Some
Luxdbg simulation models support sub-instruction,
phase-accuate timing. Such a model can return

control to Tcl at every transition of the simulated
hardware clock signal that drives the model® state
transitions.Using sucha model,it would be possible
to simulate precise timing relationships between
mailbox message transfer and the instruction
execution cycles on the two processors.Each
invocation of the mailbox would perform only one
portion of messageestingandtransfer suchastest-

and-settinga lock variableor transferringone buffer

word (or multiple words when simulating direct

memory access), tightly interwoven with sub-

instructionschedulingof the two processomodels.
The simple pollMailbox procedureshavn here and

the clock-driven, Pne-grain approach discussed
representthe boundariesof the rangeof Tcl-based
simulation capabilities possible with Luxdbg.

8.4 Demo conclusion

Modular design features of an extension
languageandperiodicrefactoringof the designleads
to small but powerful extensionlibraries. We have
shavn  that well engineered extensions
allow primitive delug operationsat different layers
of embeddedsystemabstractionto be combinedto
supporthardware / software co-design and co-
delugging.

In particular this demonstration s

¥ a design environment for hardware/
softwarepartitioningandrapid prototyping
to quickly analyzemultipleimplementation
options

¥ a debugging environment for software
before hardware availability, and

¥ a test-benchfor measuringand verifying
system operation.
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