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Abstract

Previoudy the debuggng of optimised code has
not been possble without recompiling the
exeautable @wde and preventing the use of code
optimisation  techniques.  Although  current
research efforts offer partial solutions to a small
st of optimisation techniques, no unified
approach has been developed to owercome the
barriers imposed by a large range of sophisticated
optimisation techniques.

The approach taken in the building of the
prototype described throughout this paper
combines program simulation and interpretation
techniques with run-time exeautable modification
techniques to provide an integrated environment
for function-level interpretation. This has been
achieved without the modification of an existing
compiler and also without the enhancement of the
compiler-debugger  interface  (CDI), thereby
alowing dred application of the debugger in
current operational environments.

This paper describes the mnstruction of gpdb, a
debugger for the Gardens Point compiler
environment. This debugger has proved to be
fundamental for the production of an interactive
development environment which alows an
optimised program to be run, correded, modified,
and even further developed without the neel for
the recmmpilation of the exeautable program, or
the resetting of the debuggng environment.

1. Introduction

The probems aswociated with the debuggng of
programs that have been compiled with the
assstance of optimisation techniques are severe.
Although there is literature available which
presents techniques for the minimisation of such
difficulties [Copp93 Henn82] they are limited in
scope, and not readily avallable. This paper
introduces gpdb (Gardens Point Debugger), a
comprehensive debuggng patform which allows
an optimised program to be run, correded,

modified, and even further developed without the
nead for the recompilation of the eeautable
program, or resetting of the debuggng
environment”.

Consder the following stuation. During a
debuggng sesson, it is discovered that a
particular function is returning an unexpecded
value. It is logicaly suspeded that the algorithm
of the function may be incorred for the particular
set of data values that have been supgdied to that
cal. Given some understanding as to how the
algorithm is supposed to work, a plausible way to
test the hypothesis that the algorithm is erroneous
isto examine and verify the internal computations
of the function. This would commonly be done by
“stepping through” the statements of the function
and verifying the mnsistency of the actual state of
the exeaution and the @nceptual modd of how the
algorithm should work. In the ase where the amde
of the function has been optimised, such
verification would typically be impossble. Why is
this 7?

When a compiler produces code to implement a
given function, the only constraint for corredness
is that the objed code produces the same
input/output behaviour as that spedfied by the
algorithm in the source @de. For example, it is
legitimate for a compil er to:

 re-order the operations of the ade at bath
the instruction and the statement levels;

 éiminate redundant computations;

» placedifferent variablesin the same storage
location; and/or

» remove ompletely some omputations and
insert other computations which would
producethe same final values.

Thus, the inherent problem of observing the state
of optimised code is that:

1 Asthisenvironment replaces functions, heavy inter-

procedural optimisations may hinder procedural interpretation
efforts and require asciated functionsto also beinterpreted.



... program points in the source code may
not have any corresponding point in the
execution of the optimised object code.

Logically then —

... optimised code should not be modified
except by the substitution of whole
procedures.

From a control point of view, the query, “Which
lineam | at now?’ would be responded to with an
open reply such as “You are not anywhere” or,
dternatively, “You are in many places.”

From a data point of view, when modern
optimisation techniques, such as graph colouring
and code motion, have been applied together, the
question, “What is the value of local variable X7’
may also med with an open response such as, “x
currently has no value” or, aternatively, “x has
many values.”

Thus, in this case, verifying the internal workings
of the susped function will reguire the
recompilation of the source @de of at least that
function, with optimisations turned off, and with
full symbdic debuggng support turned on. In
complex cases, it might also be helpful to edit the
source @de of the function before recompili ng, so
that appropriate eeautable assrtions can be
applied that will ched that the internal states of
the mputation correspond to the epeded
behaviour.

In order to address this problem, language tod
implementers and researchers have, until now,
been considering the foll owing options:

1. Gain more information regarding the
optimisation techniques and the resulting
code modifications from the cmpiler (or
optimiser) and save them for future
analysis, [BHS92, Z€ll83, Zura9]]

2. Provide apurdy interpretation system
(generally operating diredly upon the
source @de) which smulates the running
of the exeautable cde, within a controll ed
environment; or [CmKe93, RaHa92]

3. Reanalyse or decompil e [CiG093] the
exeautable program fil e (generally using
either data-flow or control-flow analysis
techniques) and generate the required
mappings to be able to represent the
program’s ource @de. [HCU92, Wism94]

The approach outlined in this paper differs from
these tedhniques as it provides, upon demand,
intermediate language interpretation of functions
contained within the program’s own exeautable

environment. This provides a flexible environment
for the ad hoc replacement of program functions
for purposes auch as bug fixing, enhancement,
intraspedion [Sosi92, Sosi95], or profili ng.

Gpdb’s optimised code debuggng environment
was devel oped for languages such as C, Pascal and
Modula-2 which provide a purely exeatable
version of a user’'s ource @de without internal
language mechanisms such as garbage wlledion,
dynamic linking, or kernel function interpretation
(eg.,, Sdf, Lisp and Oberon). Although gpdb
could be applied to such environments its primary
purpose isto provide such a dynamic environment
to languages which deliver autonomous program
exeaution. Therefore gpdb’s environment has
been devel oped with due regard for:

» supporting all current debuggng faciliti es
(e.g., stepping, break-pointing and variable
watching);

* no additional filesbeing ‘bundled’ with an
exeatable (neither within the symbdic
exeautable file format nor asan
accompanying external file);

* no‘spedally modified’ versions of a
compil er and/or optimiser being required;
and

» ahigh level of language & machine
independence

Thisresearch has also resulted in the devel opment
of a medanism which alows internal
examination and asrtion insertion to be arried
out without any rewmpilation. This level of
functionality is currently not avail able in any other
debug datform.

The fdlowing sedions will outline the
requirements for an optimal debuggng platform to
enable non-intrusive debuggng of optimised code.
The ncepts effeding the overall design and
implementation of the gpdb environment will be
discussed and then used to illustrate how gpdb
can be applied to advanced debuggng concepts
and the devel opment of future work.

2. Local-Agent Technology

To be able to implement such a tod as gpdb,
traditional parent-child processcontrol tedhnology
(seeFigure 1) has been used in a similar way to
other debuggers, eg., gdb, sdb, dbx. This alows
the debugger interface within the parent processto
ocaupy a separate area of process memory to that
of theuser' s exeautable program (contained within
the diild procesy and merely communicate via
either aptrace() system cal or remotely using



a BSD socket connedion. This design has
therefore minimised the posshility of side-effed
memory modifications, while more easily allowing
gpdb to be utilised in a distributed environment
in future.

Debugger Debuggee
(Parent Procesy (Child Procesy
Debugger User's
Interface Exeautable
M odule Program

¢ ptrace() or ¢
BSD socket
Process Local

Communication
(O/0g |1 o] IR ¥ WR— > Agent

Figure 1: Local Agent Architecture [Paxs90]

More importantly, this model uses local-agent
process communication architedure in a similar
manner to gdb (remote) [Pizz93] and DynaScope
[Sosi92, Sosi95]. This architedure provides a
smple and sdlf-contained module that can be
incorporated within the user’s exeautable program
for the purpose of providing internal information
on program exeadtion and variables, as well as
interacting with the exeautable program to modify
its exeaution path. Traditionally, this has bee
achieved through either:

» dtaticlinking thelocal agent into theuser’ s
target program at compil e-time; or

» dynamic loading and linking the local
agent with the user' starget program at run-
time when the target program is loaded
under parent processcontrol (e.g., through
adebugger or aprofiler); or

» dynamic loading and linking through a
small code routine which has been statically
linked into the program. This routine does
not disrupt the exeaution of the user’s
exeautable until asignal isreceved from
the debugger (or profiler) processwhich
then instructs it to load the local agent and
establi sh communication between the target
exeautable and the debugger [Sosi95].

(The latter has been invaluable for ad hoc bugs.)

Much of the traditional parent-child interaction
overhead has been minimised in gpdb by passng
many of the debuggng tasks to the local agent in
the child process This alows the involvement of
the parent to e more limited to the maintenance
of the user’s debug interface which controls the
sending of high-level user instructions to the dild
process such as placing and removing of break-

points, loading and replacing functions, and
setting  variable display points. Thus, all
interactions with the ‘live’ target program are then
conducted by the local agent, such as, ohtaining
current variable values and interaction between the
exeatable image and the interpreted module. This
architedure has allowed a far more ‘intdli gent’
and extensible @ntrol medhanism, and thereby
reduces the amount of kernd traffic produced by
theptrace() call.

3. The Gardens Point Environment

The Gardens Point environment (seeFigure 2) isa
compiler architedure that was designed and
developed at the Queendand University of
Tednology' s Programming Languages and
Systems research concentration area. It enables the
independent maintenance and development of
compiler ‘front-end’s (language parsers and tree
builders for languages suich as C, Modula2,
Oberon, and Sather) with the ‘back-end’
instruction sdledor which produces optimised
exeatable @de for a range of machine
architedures (eg., DEC MIPS R300Q DEC
Alpha, Sun SPARC, Inte DOS, Intd OS2, and
Linux).

Front-End
Tree-Walker

\\> DCode
Intermedi ate
YK File

Back-End
Instruction
Selector

Executable

Figure 2: Gardens Point Environment Overview

Although this architedure provides an easer
development platform with the separation of the
‘front-end’ from the *back-end’, it also hinders the
colledion of information for debuggng. For
example, the ‘front-end” is privileged to
information such as the structure and name of
types of variables, while the ‘back-end’ focuses
upon whether alocal variableisin memory or in a
register.



This level of process gparation has been aided
with the development of an intermediate language
called DCode [Goug99 (an example is presented
in Figure 3) which is written (in ASCIl text
format) at the cmpletion of the treewalker, and
then reread by the instruction seledor. DCode
utili ses an abstract stack machine similar to that of
P-Code [Wirt71] and U-Code [PeSi79 that
enables it to be used for any procedural language.
However, DCode offers the advantage of a
simplified memory access model that provides
faster data access than is able to be achieved
through P-Code and U-Code, thus providing a
more natural map to RISC architedures.

; D-Code output produced by
.TITLE Hello
.FILE*“ hello.mod”
.EXPORT _ StartHello
IMPORT _ InOut_WriteLn
.IMPORT _ ProgArgs_ArgNumber
.IMPORT _ InOut_WriteCard
IMPORT _ InOut_WriteString
.CONST
__mNam: .ASCIIZ “Hello”
.CONST ; [Hello, world.hello needs no args.]
_ cDhat: .BYTE 048H,065H,06CH,06CH,06FH,02CH,020H
.BYTE 077H,06FH,072H,06CH,064H,000H,068H
.BYTE 065H,06CH,06CH,06FH,020H,06EH,065H
.BYTE 065H,064H,073H,020H,06EH,06FH,020H
.BYTE 061H,072H,067H,073H,000H
.PROC _StartHello  (NOCHECK,.SIZE=0,.NODISPLAY)
.ENTRY
lineNum 6
pshLit 12
mkPar 4,4
pshAdr __ cDat
mkPar 4,0
call _InOut_WriteString,2
cutPars 8
call _InOut_WriteLn,0
lineNum 7
.TRAP __gp_assTrp,labell,__cDat+13,0
call _ProgArgs_ArgNumber,0
pshRetW
pshLit 1
relEQ
brFalsee labell
exit
endF

gpm from“  hello.mod”

.ENDP

Figure 3: DCode produced from Modula-2 "Hello, world"

MODULE Hello;
FROMProgArgs IMPORT Assert, ArgNumber;
FROMInOut IMPORT WriteString;
FROMInOut IMPORT WriteCard, WriteLn;
BEGIN
WriteString (“Hello, world”); WriteLn;
Assert ( ArgNumber()=1, “Needs no args”);
END Hello.

Figure 4: Modula-2 Version of "Hello world"

Figure 4 shows a Modula-2 language version of a
smple “Hello world” program, while Figure 3
shows its representation in DCode. Although
DCode is produced in ASCIl format by a
language's ‘front-end” treewalker it was
necessry to transform it into a more @mpact
binary format to reduce the tasks of parsing and

command validation in the DCode interpreter
which is contained within the local agent (this aso
provided substantial increases in the speed of
interpretation).

4. gpdb Architedural Overview

Although gpdb uses local agent tedhnology to
implement the internal modification and control
medhanisms, a totally modular approach [Pizz93,
Rams93] has been used in its development. This
approach alows the esier modification and
extension of each component independently, as
can beseen in Figure 5.

Parent Process Child Process
main * Loader *
Symbolic dd
Reader Debugger
Interface User's
Objec Module Exeatable
Format Program
Reader
ptrace() ’—
Process | Communication asm_stubs 4 | || oo
Cortrol [ P dinLib ' Agent

* Initial Loadable Module

Figure 5: gpdb Process Components

As local agent technology has influenced the
overall design of gpdb much of the low-level
program interaction routines have been placed into
the dild process with the user's exeautable
program. This has alowed the dild process to
consist of the foll owing components:

» loader — This snall | oading routineis used
initially when the exeaitable program is
loaded. It establi shes the exeautable
environment and invokes dld when the
local agent isrequired.

» dld —Thisdynamic linker and |oader
originally implemented by W. Wil son Ho
[Ho91]] (ported to the DEC MIPSUItrix
4.2a environment) all ows the supporting
local agent routines (asm_stubs and
dint_lib) to beloaded into the same area of
processmemory as the exeautable program.

e asm stubs—This snall set of assmbler
routines assst in the transition to and from
the standard exeautable environment into
the debug or interpretation mode. The
concept of ‘context switching' is later
discussd in sedion 5.5 [CmKe93, Kes9H(].



e dint_lib —The DCode Interpreter Library is
the main component of the local agent.
This component dynamicall y loads binary
encoded DCode @de blocks into memory
and then interprets them upon demand
(interacting with the arrent variable states
contained within the exeautable program).

Likewise, the parent processis composed of:

e main —Themain module of the gpdb
interface onsists of several sub-
components which provide a user command
parser, maintain information about current
breakpoints inserted, and dsplay the
current source @de line. This component
formsthe hub o the user interface

» Symbolic Reader — This component
transforms symbdli c information avail able
from within standard COFF exeautable
programs and binary encoded DCode
modules into the internal data structures
avail able for function and variable
information. Thisinformation isthen used
by main for display to the user, and the
process control module for pertinent
memory access

* Object Format Reader —If theuser’s
exeatable program is avail able to gpdb
(i.e., the parent and the dhild processare
contained on the same machine) then this
module is avail able for the obtaining of
symbdlic information from sedions within
the exeautable program.

* Process Control — The process control
component of the parent processhas two
functions:

» control of the breakpoint insertion
and removal routine; and

e maintain connedion with the dild
processfor the sending and
receving of user commands.

The inclusion of the symbolic reader and the
object format reader within the parent process
adlows it to diredaly analyse COFF exeautable
programs, as well as binary encoded DCode
intermediate language files which have bee
generated (upon demand from the user)?. With
these two components the parent processis able to
symbdically represent the data it obtains from the
child process in ether thereal exeautable mode or
when performing function interpretation. This

2 Both the symbolic and object format readers are also

contained within the dint_lib comporent of the cild process
however this has been i minated from Figure 5 for brevity.

reduces the st of large data transmissons of
symbdic information between the processes
(although this can be done when gpdb is to be
used in aremote environment).

5. Implementation of gpdb

As gated abowe, the problems with the debuggng
of optimised code are severe due to the
fundamental problem that:

... program points in the source code may
not have any corresponding point in the
execution of the optimised object code.

Therefore, this approach assumes that —

... optimised code will not be modified
except by the substitution of whole
procedures.

This all ows existing compil er intermediate ade to
be utilised for the representation of each source
function, and has thus eliminated the need for
such concepts as control-flow analysis. [GLE94]

gpdb has been prototyped on a DECstation 3100
machine (using a MIPS R3000 microprocessor)
running the Ultrix 4.2a operating system
environment with unmodified Gardens Point (GP)
language compiler front-ends.

Current Compiler
Environment

Front-End
TreeWalker

\P DCode
Intermediate [+~ DCode ASCI|
(' File to Binary Util.

Back-End
Instruction Binary Form;
Seledor of DCode
T Intermediate;
i Modules
COFF Format Debugger
Exeaitable Executable Image > (gpgg)

Figure 6: Overview of File Sources

5.1 Implementation of gpdb within the
Gardens Point Compiler Environment

Figuwe 6 shows the interaction between the
Gardens Point (GP) compiler environment and
gpdb. No modification was made to ether the
Front-End Tree Walker or the Instruction Selector
components of the GP compilers in this
development.



Godb is designed to cperate as a total debug
environment. The eeautables are loaded from
disk and the source @de located and displayed like
any other debugger. However, when the source
code is modified (with some limitations placed
upon the modification of global variable types and
lengths) the whole source file is passed through
the ‘front-end’ treewalker to produce the
intermediate DCode ASCII file of the module. The
DCode intermediate instruction files are then
‘asembled’ into a binary file format to reduce the
overhead of ASCII interpretation within the run-
time ewvironment — the DCode interpretation
library (dint_lib). This binary DCode file is then
made available to dint_lib to load into the dild
process for interpretation, when individua
functions are required, as well as being used by the
parent processs gmbdic reader for the
meaningful display of program information.

5.2 Utilising Symbolic References

All symbdic references are read from bath the
current exeatable file, and any loaded binary
DCode modules by bah the parent process
(through the ohjed and symbd readers) and the
symbad reader component of the DCode interpreter
within the local agent of the dhild process

However, athough symbdlic information is known
in bath processes their purposeistotally different:

* The parent uses ymbdic information for
the meaningful display of information to
the user, aswell asthe cmmand requests
tothelocal agent. This all ows the parent to
remain at a high level of abstraction and
reduces much of the low-level interactions
(which have been placed into the local
agent contained within the cild)>.

e The dild processon the other hand uses
symbadli ¢ information to map the high-level
command requests from the parent process
into low-level memory addresses, aswell as
the symbdii ¢ references encountered during
interpretation of binary DCode.

All machine-dependent knowledge has been
encapsulated within the asm_stubs module within
the local agent thereby alowing gpdb to be
targeted to new platforms, architedures and
symbdic environments more esily.

Thisalso includesthe easier migration d thismodel to a
remote, socket-based, implementation and even removes the
necessty for the parent and the child processto be running on
compatible architedures.

5.3 DCode Interpretation

The DCode interpretation module at the heart of
the dild process local agent is dmilar, in
structure, to many other language interpretation
kernelsin that it has been written to facilit ate the
reduction of stack manipulation, and thereby
increasing the  dficiency of  exeaution/
interpretation context switching. This not only
reduces the omplexity of the implementation but
also reduces many of the overheads often found in
interpretation systems.

This was achieved by implementing a number of
small machine-dependent jump code blocks. These
code blocks have been able to be developed
independently due to the implementation of a
‘register determiner’ routine which calculates
which jump code block is required, based on the
register rules of the machine and the number and
types of the parametersto be passd.

This gructure has not only all owed the code of the
interpreter, the machine-dependent ‘register
determiner’, and the jump code blocks to be more
readable and more esily maintained, but
additional modules will be able to be more esily
provided in future within a multi-platform,
machine-independent source devel opment
environment.

5.4 Breakpoint Mechanism I mplementation

foo: LI [T TTTT
I/HHjH User' s
bar - [Y[1] Exeautable
; Program
DI NT_stub: [2 [ T[Tl
=D \ asm st ubs
v
DI NT_run: \‘ DCode
ﬁ ‘ Interpreter
| Binary
17 DCode
Blocks

Figure 7: Child Process Execution when bar is Interpreted

Figue 7 illustrates the implementation of a
breakpoint code patch, placed at the entry point to
the function bar, which only contains two
instructions. One ingruction loads a spedfic
breakpoint identifier into a temporary register (so
that the DCode Interpreter knows which code
block(s) to interpret), while the other performs an
unconditional jump into ane of the routines within
the assembler code block set (DINT_stub). The
function return addressis then preserved and the



value of all registers saved into a global structure.
Exeaution contral is then passed to the DCode
Interpreter (DINT_run). The interpreter then
utilises binary DCode files that have previoudy
been loaded into memory, or found on disk.

This method of implementation has allowed the
number of asembler code lines to be kept to a
minimum (no more than 100), and for the
remainder of the system to be implemented in a
high level language such as C. This not only has
reduced the mplexity of the task, but also
eliminates much of the low levd interactions
which make debuggers more difficult and time
consuming to retarget to a new architedure.

5.5 Execution/I nterpretation Context Switching

The eeaution/interpretation context switching
facility is used at the heart of the breskpoint
medhanism described abowe, and whenever the
user wishes to switch the mode of operation
(generally for the ease of function replacement).
This facility consists of a number of low-leve
routines contained within the asm stubs and
DCode Interpreter modules of the local agent
within the dnild process

The transition from the exeautable ‘live’ program
to the interpretation state involves taking a dired
copy of the values contained in each of the
registers and saving them in a structure for later
restoration.”

Whilein the interpretation state, context switching
is used for the exeaution of library and other user
defined procedures which are alled from within
the function being interpreted and are not chosen
to be ‘stepped into’ by the user®. In this stuation,
the registers are alocated according to the
procedure€'s parameters by the ‘register
determiner’, and the stack placed in the sate
expeded from the exeaution of the ‘live’ program.
After the intended call the interpretation stack is
restored with the addition of any returned results,
and interpretation is continued.

When the mntext switch is finally made from the
interpretation environment back to the ‘live
exeautable, control can either be passed back to the
point from which control came, or to the initia

A temporary register isused for the uncondtional jump to the
register save area, whil e the value of the Program Counter
(PC) regigter is pas®d within ancther temporary register. The
saving d the exeautable' s PC value all ows for the mntinued
exeadtion from the paint of interruption (later discussd as
Function Prologues).

Only inter-procedural optimisations such asinlining are
currently handed.

caling routine (with any return results placed
where expeded). This flexibility allows ether the
total replacement of a function or the addition of
code before the exeaution of a function (called a
‘function prologue’) . Both features allow gpdb to
med its primary objedive to be able to modify
optimised exeautable @de at run-time without
recompili ng —all without the use of a modified set
of tods.

6. Applicationsof gpdb

Although gpdb is able to function as a standard
symbdic debugger, the full capabilities of the
implementation can be more utili sed to provide the
following addtional powerful facilities. The
effedive use of these @mncepts can be ill ustrated
through the foll owing typical debuggng example.

While debuggng a program which only seams to
fail after it has been running for quite some time,
the user chose to scan quickly the source @de and
place some “print” statements around some of the
routines which were presumed to be ausing the
problem. The user then recompil ed the exeautable
(with debuggng information “turned on”) and
then retraced through the steps of the previous
testing process However, this time a different
problem ocaurred under different circumstances,
and so the user again edits the source @de and
adds even more arefully crafted dagnostic source
statements and then recompil es, reruns, and retests
the program.

Eventually the user traces down the source of the
probdem — the updating of a dynamic memory
structure. Therefore the user deddes to further
modify the source with the addition of a suite of
routines for the viewing and validation of the
dynamic memory structure in question. These
routines are then applied at various places
throughout the source @de, as wel as being
utilised by the user as ad hoc cllable functions
within the standard debug environment.

Although this approach may be able to achieve the
same end result, it heightens the advantages of
such a debug datform as gpdb, viz.:

e When using gpdb, therun-time
environment in which the eror was
initi all y discovered would not have been
lost, even though the execautable was not
compil ed with debuggng information
“turned on”. gpdb allows the evaluation of
variable values with a minimum of
symbdlic information avail able.



» Fromwithin gpdb source ode
modifications could have been made for the
addition of theinitial “print” statements
without interrupting the run-time
environment and without recompili ng,
relinking, and retesting the exeautable.

» Function prologues could have been built at
run-time for the validation of the dynamic
memory structure and placed at the start of
various functions.

» Totally new whole functions (or just a code
fragment) could have been coded for the
more cmmplex evaluation of the dynamic
memory structure without the need for
recompili ng or relinking. These routines
could then have been interpreted at will, or
just applied as function prologues.

* A history could be provided of the values of
certain key variables, throughout the
exeaution of the program. This information
could be olleded and validated by
routines, thereby providing tolerancelevels
of variable value changes, or merely a
colledion point of variable information that
could be later analysed formally.

6.1 Function Prologues

The oncept of interpreting modified source ode
has been extended in gpdb to all ow code assrtion
blocks, which are independent from any function,
to be utilised throughout a program’s exeaution.
This has alowed a suite of program validation
routines to be built at any time throughout the
development process and to be used through the
DCode Interpreter as and when required.

foo: [ I [T TTTT
PESEN User' s
bar - Exeautable
Program
DI NT_st ub [ I\[]
=D asm st ubs
DI NT : v |
~run | DCode
! Interpreter
“* Binary
- DCode
Blocks

Figure 8: User's View of the Operation o gpdb

Figure 8 shows how the exeaution of the function
bar from within the function f oo invokes the
DCode Interpreter. Once within the interpreter,
the breakpoint identifier (contained within the

patch inserted at the start of the function bar) is
used to determine which binary DCode block(s)
areto beread and interpreted.

Once the interpretation commands have been
completed and any interactions with the parent
debug interface have been finalised, the
environment is ‘cleaned’ to the pre-interpretation
state (including the replacement of the original
instructions at the start of bar) and the point of
exeadution returned to the start of bar .

6.2 Tracing Variable States

One of the facilities within gpdb which has
proven to be invaluable for the application of fina
debug asrtions is variable tracing (sometimes
referred to as data watchpants). It has been
implemented within gpdb as an automated
conditional function prologue facility.

Variable tracing all ows either:

» the olledion of avariable’ svalue at
certain points throughout the exeaution of
the program and merely recording it for
later evaluation; or

« colledion of avariable svalue at certain
points throughout the exeaution of the
program and provide a comparison between
it and other historical values. This all ows
for the interpretation of a certain routine
upon the succesgul evaluation of a
condition or atolerancelevel.

In this example, a variable trace ould have been
applied by the user to particular key variables;
auitable levels of tolerance applied; and a
validation routine spedfied for interpretation (or
exeaution) when these levels are breached. This
would have all owed a fast and broad debug/testing
approach to be applied which has the potential to
more esily and quckly narrow the user’s
attention to the problem at hand.

6.3 Automation of Program Testing

One of the largest problems in debuggng, besides
the finding of the bug itsdlf, is the reproduction of
the test environment. Godb has ught to reduce
this problem by allowing the maintenance of the
run-time eavironment and the dynamic patching
of the user’s exeatable program. However, test
plans are important as they record not only how a
sequence @n be retraced, but also as a form of
documentation as to the level of completeness of
the whole test suite.



Although the variables concerned could be traced
and their values recorded, such an approach would
only prove to be laborious (recording each
variable), and prone to incompleteness Therefore,
a facility has been provided within gpdb to alow
the wlledion of all input and output values at a
low level (therefore ensuring the apture of all
values). This facility not only alows the
background rearding of atest sesgon but also the
loading and application of a previous st of values
to the target program, thereby alowing each test
sesgon (which may consist of many test plans) to
be exsily reproduced.

This facility has been found to even have more
value when used in conjunction to the variable
tracing facility described above — this not only
provides an automated testing environment but
aso an automated validation and recording
facility.

7. FutureWork

The arrent implementation of gpdb soley
utili ses local agent technology. In future, gpdb
will be migrated to a multi-threaded environment.
This will alow the interrogation of the target
process without the neel for a local process
modification interface (currently achieved through
ptrace()). The target process can then be
stopped temporarily by the parent, and the results
gained through interpretation returned, all without
having to insert a function breakpoint. This would
also alow gpdb to be implemented as a remote
debuggng tod without the heavy modification of
the &isting implementation.

8. Conclusions

This research has aimed to alow a user to modify
the source @de of a function, insert additional
debug information, and then make it avail able for
interpretation, while diminating the nea for the
recompil ation of the exeautable, and allowing the
preservation of the present exeatable state. This
has proven to be extremely useful when tracking
errors that are not easily reproduced and usually
only surface after many hours of tedious
debuggng.

While  arrent systems make use of
computationally intensive techniques to allow the
debuggng of spedfic ode optimisation
medhanisms, gpdb utilises a function-level code
replacement concept which allows for the dynamic
replacement (and removal) of exeatable @de
blocks with interpretable modules. In addition,

gpdb does not require the use of spedally
modified compilers and is language and platform
independent.

This approach provides a framework for building
run-time interpretation modules and all ows for the
complex evaluation of run-time states within a
comprehensive debuggng environment. This
environment is already proving to be indispensable
for the automation of a comprehensive testing
environment and the run-time resolution of

program bugs.
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